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Course Overview

Topics:

* Introduction to Platform Security Architecture (PSA)

* Performing a Security Threats Analysis

* Architecting a Secure Solution

e Secure Boot and the Root-of-Trust

e Secure Frameworks and Ecosystems
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Session Overview

* Trusted Firmware M (TF-M)
* Door Lock Example

* TrustZone Frameworks

* The Challenges
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Analyze

Threat modelling

STAGE 2
Architect

Hardware and firmware
architecture specs

Implement
Hardware and software
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Certify

Independently testing SoCs,

devices and OSes

PSA: enabling right-sized device security
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Trusted Firmware M (TF-M)

TF-M Overview TF-M Code Source Tree

TF-M includes: _—
* Crypto Services G MCUBot

> M cmake

* Secure Storage Services v s gudes goide A Log G

v B services 4— Secure Storage, etc.

M H H tfm_audit_integration_guide.md
® Au d lt Loggl n g Se er Ces @ '.[fm f_‘r\,-;l'_-:; \;(Qgr:t\mi Buide. nic‘:

B tim_platform_in

Implementation Guides and Code: B tn sttt

ation_guide.md Guide for source tree environment setup, build & run TF-
M, OS migration (from Armv7-M to v8-M), integrating
with other HW and OS, secure boot, etc.

guide.md

guide for TM-M

tfm_secure_boot.md

tfm_sw_requirement.md

os_migration_guide_armvBm.md
. . . @ tfm_build_instruction.md
¢ tfm u Se r g u ld e . m d p r0V| d e S a gettl n g Sta rte d B tfm_integration_guide.md Hardware platform drivers,
N _ B tfm_ns_client_identification_guide.md axlt}eezr!?iscg:il:sand
B

* tfm_integration_guide.md discusses integration SPE codeincluding TE-M

[B coding_guide.md ((;;%{'l;;s;cr:;sefallahle
. . > fa
with device targets
> B platform
> B secure_fw TF-M manifest, Secure Storage

® Ca n be CI O n e d fro m : > BE test policy and other configuration

management
> W tools

https://git.trustedfirmware.org/trusted-firmware-m
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Smart Door Lock Unlock Operation

Sequence Flow Note Smartphone App Non-secure Processing Secure Processing Environment
Environment

psa_connect() to

Generate session Session Service Storage Service Audit Log Service

key request

« Establish communication
session using a pre-shared key.

psa_call() forward
« Session Manager Service first ‘request to SPE

command, then unlocks cylinder
and finally logs this unlock event Status notification

Fy

Handle status and o0

authenticates the App account Recei d B
info, then generates and exports eeve encrypte Fomwandnlitout
a selss'on key in order to use the ‘sessmn il o App when S 5
g ¢ psa_call) ends = -
Crypto Service. [AES-256 session psa_audit_ddd_record()
F
« Receive encrypted session key. keylpre-sharedKey > | psa_close()
g to close the
E—’r. connection / psa_gengrate_key()
« Encryption of ‘unlock’ [unlock command ] psa_expdrt_key()
command, by session key keylsessionKey z psal_connect() to J
received in previous step. = | Cylinder Manager g Cylinder M
Cviind " : . %‘l ylinaer -anager
+ Cylinder Manager Service 3 | psa_call) forward = Service
decrypts and authenticates @ | unlock command
o
g
&
C
o
o
2

to Audit Log Service. ¢ notify App when psa_destroy_key() psa_aedd_decrypt()
» Get operation result and update psa_cal) ends
NPSE with status.
Terminate psa_closef) =
i )
+ Close the communication e
session and notify smart door psa_call() forward
lock to destroy the session key. request
X . Status notification .
« Notify user on the App in case Notify App when e
any fatal error happens. psa_call() ends Platform Drivers

(Crypto, Nonce, RNG, etc.)

psa_close()
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Smart Door

P64 Non-Secure Environment P64 Secure Environment 43012W
CM4 CMoO+ Wi-Fi + BT

CYW43012 TLS FW
:'I;Fx):;rb/o . User App Update

MbedOS / Pelion DM Client Sf;ge SPM w/Secure Storage
HMI Mbed Device
) Mbed Crypto
— LS| wiri il e | A - Root of Trust

Display ({(§) ( Config BLE

D
LWIP S

BT
Radio
UART I/F to 43012 WiFi
Radio

SDIO I/F to 43012

WICED WWD

H-BRIDGE driver

MOTOR
DRIVER
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TrustZone Example - Microchip

Customer B App

Non-Secure
Application

Configure RTC for
5 second wakeup

Toggle LED
Read & Display Temp

Enter Standby
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Secure Boot
Sys Configure
Secure Management

Calls Customer-B App

Customer A IP

Secure
Zone
RTC

| 5 second

Temp
Sensor
Library

— SERCOM1
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TrustZone - Nuvoton

. M2351KIAAE(ES) -
SD Card Slot Expansion I/0 e

Nu-Link Debugger

“ AYVOTON &5 - = - Ry
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TrustZone —STM32

Silicon
Device Life
Albnorlmal Cycle
Situations
Handing Audit/Log
Secure Software IP
Storage o} Protection
Application
Life Cycle Secure Boot

* STM32

Trust
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Secure Install
Update
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Pelion loT Services Platform

/5 Applications Ecosystem
(App Development Enablement)

| 1]

Harnessing
loT data

Managing
loT devices

o)

Security

Connecting

B %ﬁﬁ Connectivity Management Services

o1
v v v
loT devices Device Ecosystem
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Pelion loT Services Platform

P
@
1 Factory provisioning 2 Commissioning w
®
+  Configuring devices with trusted unique identity * Securely configuring network credentials
o * Device receives bootstrap credentials and operational parameters
-
(5_(')_(') 4 Regular Use — Sense/send data 3 Onboarding
* Normal life device operation * Device connects to bootstrap service to get
* Controlling access securely to devices in the field registration credentials
((O)) 5 Regular Use — Update device 6 Retire/decommission
+ Securely updating device software remotely *  Removing devices from the service (End of
« Security model describes system relationships life)

and responsibilities
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Challenges Facing Developers
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Security can be expensive to implement throughout a device’s
lifecycle.

loT device security is difficult to manage at scale.

Security specialists are expensive and in short supply,
particularly for smaller businesses and start-ups.

The security landscape is ever-evolving, with new attack
vulnerabilities continuously emerging.

A lack of confidence in the data being passed to, and from,
sensors and actuators.
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Additional Resources

* Beningo.com
— Blog, White Papers, Courses

— Embedded Bytes Newsletter
* http://bit.ly/IBAHYXm

> 7
e Platform Security Architecture: @ \

— www.arm.com/psa

* Threat-based analysis method:

— WWW.CYpPress.co m/psoc6secu rity

From www.beningo.com under
- Blog > CEC — Getting Started with Secure Software
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http://bit.ly/MicroPythonProjects
http://bit.ly/1BAHYXm
http://www.arm.com/psa
http://www.cypress.com/psoc6security
http://www.beningo.com/

