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Course Overview
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Topics:

• Introduction to Platform Security Architecture (PSA)

• Performing a Security Threats Analysis

• Architecting a Secure Solution

• Secure Boot and the Root-of-Trust

• Secure Frameworks and Ecosystems
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Session Overview

• Security Use Cases

• Root-of-Trust

• Secure Boot

• Secure Bootloaders
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Security Use Cases

4



Presented by:

Root-of-Trust

Root-of-Trust (RoT) – This is an immutable process or identity 
which is used as the first entity in a trust chain. No ancestor 
entity can provide a trustable attestation (in Digest or other 
form) for the initial code and data state of the Root of Trust.

Example:

The initial boot code stored in ROM which cannot be changed by 
users or Cypress provides the RoT for PSoC 64 Secure MCU’s. 
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PSoC® 64 Boot-time Security

Secure Boot and Secure Firmware Updates
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Secure Boot – Boot Sequence
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Secure Boot – Isolation
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Secure Boot – Protection Contexts
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Immutable 
Boot Code

• PC = 0

• Sets up SMPU/PPU’s protections for root keys, policies, boot code etc,

• Verifies and launches Cypress Secure Bootloader

Cypress Secure 
Bootloader

• PC=1

• Sets up SMPU/PPU’s protections for protection contexts for Bootloader code

• Verifies and launches TF-M on the M0+

TF-M

• PC=2

• Sets up SMPU/PPU’s protections for trusted services

• Starts trusted services, launches Rich application code on the M4

Rich 
Application

• PC=6

• Runs rich application, stacks for TCP/IP etc.
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RoT Ownership Transfer
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Provisioning and the Chain-of-Trust
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Provisioning - is a process where secure assets like keys and security policies 
are injected into the device. This step typically occurs in a secure 
manufacturing environment that has a Hardware Security Module (HSM). This 
process is irreversible. For the PSoC 64 Secure MCU, provisioning involves the 
following steps: 

• Transferring the RoT from Cypress to the development user (called OEM in 
this course). 

• Injecting user assets such as image-signing keys, device security policies, 
and certificates into the device. 

• eFuses are blown (irreversible).

Provisioning the device can be done through the Cypress Secure Boot SDK.
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Provisioning (Root-of-Trust)
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Provisioning (User Assets)
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PSoC 64 Secure Bootloader
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PSoC 64 Secure Bootloader
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Additional Resources

• Beningo.com
– Blog, White Papers, Courses

– Embedded Bytes Newsletter
• http://bit.ly/1BAHYXm

• Platform Security Architecture: 
– www.arm.com/psa

• Threat-based analysis method:
– www.cypress.com/psoc6security

From www.beningo.com under

- Blog > CEC – Getting Started with Secure Software
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http://bit.ly/MicroPythonProjects
http://bit.ly/1BAHYXm
http://www.arm.com/psa
http://www.cypress.com/psoc6security
http://www.beningo.com/

