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Course Overview
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Topics:

• Introduction to Platform Security Architecture (PSA)

• Performing a Security Threats Analysis

• Architecting a Secure Solution

• Secure Boot and the Root-of-Trust

• Secure Frameworks and Ecosystems
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Session Overview

• PSA Review

• Security through Isolation – Option 1

• Security through Isolation – Option2
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Platform Security Architecture 
(PSA)
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Security Through Isolation – Option #1
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Multi-core Processing
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Security Through Isolation – Option #1
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Security Through Isolation – Option #1
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Smart Door Lock – Trusted Boot Design
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Security Through Isolation – Option #1
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Smart Door Lock – Authentication Chain
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Security Through Isolation – Option #1
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Smart Door Lock – Isolation Levels
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Security Through Isolation – Option #1
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Smart Door Lock – Isolation Levels
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Security Through Isolation – Option #2
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Security Through Isolation – Option #2
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Software Component Organization
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Security Through Isolation – Option #2
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Thread design based on TrustZone hardware-enforced isolation
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Security Through Isolation – Option #2
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Microcontrollers with TrustZone
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Additional Resources

• Beningo.com
– Blog, White Papers, Courses

– Embedded Bytes Newsletter
• http://bit.ly/1BAHYXm

• Platform Security Architecture: 
– www.arm.com/psa

• Threat-based analysis method:
– www.cypress.com/psoc6security

From www.beningo.com under

- Blog > CEC – Getting Started with Secure Software
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http://bit.ly/MicroPythonProjects
http://bit.ly/1BAHYXm
http://www.arm.com/psa
http://www.cypress.com/psoc6security
http://www.beningo.com/

