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Course Overview
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Topics:

• Introduction to Platform Security Architecture (PSA)

• Performing a Security Threats Analysis

• Architecting a Secure Solution

• Secure Boot and the Root-of-Trust

• Secure Frameworks and Ecosystems
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The Lecturer – Jacob Beningo

www.beningo.com

Jacob Beningo

President

:  jacob@beningo.com

:  810-844-1522
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Jacobs CEC Courses
CEC 2013 – 2016 CEC 2017 - 2018 CEC 2019

Fundamentals of Embedded 
Software (2013)

Mastering the Software Design 
Cycle (2014)

Python for Embedded 
Systems(2014)

Software Architecture Design 
(2014)

Baremetal C (2015)

Mastering the ARM Cortex-M 
Processor (2015)

Writing Portable and Robust 
Firmware in C (2015)

Design Patterns and the Internet 
(2015)

Bootloader Design for MCUs
(2016)

Rapid Prototyping w/ Micro 
Python (2016)

Debugging (2016)

Professional Firmware (2016)

API’s and HAL’s
February 2017

Baremetal to RTOS
April 2017

Designing IoT Sensor Nodes
July 2017

From C to C++
October 2017

Connecting Edge Devices
(March 2018)

Building an IoT Connected 
PLC (April 2018)

Securing IoT Devices using 
Arm TrustZone (Nov 2018)

Minimizing Defects 
(Dec 2018)

Machine Learning for 
Embedded (April 2019)

Launching a Product
(Nov 2019)

CEC 2020

Designing Embedded 
Systems using MicroPython

Getting Started with Secure 
Software

Building Machine Vision 
Applications using OpenMV (June)

Techniques for Interfacing with 
Modern Sensors (October)

Designing Embedded Systems 
using the ESP32 (December)
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Session Overview

• Introduction

• Platform Security Architecture (PSA)

• Stage 1 – Analyze

• Stage 2 – Architect

• Stage 3 – Implement

• Stage 4 – Certify

• Best Practices
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Introduction
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Why is security important?
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Introduction
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Security is not optional anymore
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Introduction
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What are we protecting?

General Data Assets

• The firmware (embedded 
software)

• Unique device ID

• Passwords (device, user, etc.)

• Encryption keys (device control, 
secure communication, cloud 
access, etc.)

Device Specific Data Assets

• Sensor data 

• Image data

• Control data
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Platform Security Architecture 
(PSA)
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Stage 1 - Analyze

Threat-based Analysis Method

10



Presented by:

Stage 1 - Analyze

Analysis Leads to Requirements
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Stage 2 - Architect

Security through isolation – Option #1
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Stage 2 - Architect

Security through isolation – Option #2
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Stage 3 - Implement
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Stage 4 - Certify

PSA Certified: How it Works
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Stage 4 – Certified

PSA Certified Levels
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Best Practices for Getting Started 
with Security
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Additional Resources

• Beningo.com
– Blog, White Papers, Courses

– Embedded Bytes Newsletter
• http://bit.ly/1BAHYXm

• Platform Security Architecture: 
– www.arm.com/psa

• Threat-based analysis method:
– www.cypress.com/psoc6security

From www.beningo.com under

- Blog > CEC – Getting Started with Secure Software
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http://bit.ly/MicroPythonProjects
http://bit.ly/1BAHYXm
http://www.arm.com/psa
http://www.cypress.com/psoc6security
http://www.beningo.com/

