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Course Overview
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Topics:

• The Business of Product Development

• Success through Design and Development Processes

• Scalability, Architectures and the MVP

• Achieving Quality and Reasonable Time to Market

• Techniques for Accelerating Time to Market
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Session Overview

• Minimum Viable Product

• Software Architecture

• Ensuring Scalability
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A Case Study
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The Minimum Viable Product (MVP)

5



Presented by:

Minimum Feature Set

• Security Capabilities

– Asset Protection

– Secure Communication

– Access Policies

• Firmware Updates

– Over-the-Air

• Cloud Integration

• Application
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Software Architecture Overview

• Software Architecture Definition Review

– Encompasses decisions about the organization of 
a software system

– Considerations include

• Usage

• Performance

• Functionality

• Reuse

• Technology Constraints
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Software Architecture

• What can a software architecture really do?

– It can speed up development

– It can help to reduce bugs

– It can ease software maintenance

– Simplify software testing

– Improve diagnostics

– Save company money

– Provide a long robust life for the software
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Architectural Template
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Securing Embedded Systems
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Hackers Remotely Kill a Jeep 
on the Highway – With Me in It

Source: Andy Greenberg / Wired Source: Abbott / St Jude Medical, theguardian.com Source: Lily Hay Newman / Wired
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Platform Security Architecture (PSA)
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Unlocking 
digital 

transformation

PSA: enabling right-sized device security

Certify

Independently testing SoCs, 
devices and OSes

Implement

Hardware and software

Architect

Hardware and firmware 
architecture specs

Analyze

Threat modelling

STAGE 1

STAGE 2

STAGE 3

STAGE 4

Image Source: Arm
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Analyzing Threats
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System requirements drive 
implementation, including 
microcontroller selection

Joint white paper at: 
www.cypress.com/psoc6security

Example:    Firmware Malware
Attack

Device
Attestation

Isolated
Root of Trust
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MCU Selection

• Cost vs Longevity

– Flash 

– RAM

• Capabilities

– Hardware

– Software

• Security
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Scaling through Bootloaders
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Bootloader Models
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Additional Resources

• Supporting Materials

– Beningo.com

– Blog

– Code, White Papers, Courses

• Embedded Bytes Newsletter
– http://bit.ly/1BAHYXm

From www.beningo.com under

- Blog > CEC – Designing and Launching an Embedded 
Product
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http://bit.ly/MicroPythonProjects
http://bit.ly/1BAHYXm
http://www.beningo.com/

