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Course Overview

* [ntroduction to Debugging Real-time
Embedded Systems

* Foundational Debugging Techniques
* Debugging the ARM Cortex-M Microcontroller

e Utilizing Systems Viewers and Trace tools to
Debug Firmware

* Tips and Tricks for Debugging Embedded
Systems
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Session Overview

* Tips for Debugging Embedded Systems
— printf with ITM
— printf with RTT
— Data Tracing
— Analysis

e Course Review
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Tip #1 — Use printf through ITM

* printf("Hello World!"); .. =™

—12.5ms V.
* printf("The System stateis %d", State);

— 21 ms

10ms
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Tip #1 — Use printf through ITM

1 File->New->Other 2 System Calls -> Minimal

E C/C++ - K64F-FreeRTOS/Sources/main.c - Atollic TrueSTUDIO for ARM E New O X
File Edit Source Refactor View Navigate Search Project ProcessorExpert Run  Window Help
New Alt+Shift+N > Z) Embedded Component Select a wizard S
Open File... ’% Kinetis Project [
Close Ctr+W  [3] Download new example project from TrueSTORE - -
Close All Ctrl+Shift+W  [E¥ Makefile Project with Existing Code
S Ctiles | B Cr+ Project Wizards:
e [€] CProject type filter text
& :
Save Al Ctrl+Shiftss | [J Project.. %) Kinetis Project
Revert [ Linker script s @ General
Move.. Convert to a C/C++ Project (Adds C/C++ Nature) 5 G C/Ce+
i Source Folder - .
™ Rename.. F2 6“ > (= Component Development Environment
2 Refresh Fs [ Folder S G CVS
Convert Line Delimiters To N|Leisoucetile > = Git
h/ Header File . .
Print... Ctrl+P u{( ; > (= Library functions
| Filefrom Template = p Expert
Switch Workspace > & Class > @ rocessor Expe
Restart [ Task ’ lé SVN
v (= System calls
Py - s -
& Import.. O Gk [E] Minimal System Calls Implementation
ea Export.. 21 ** This module cont > [ Tasks
Properties Alt+Enter f
2
1 main.c [K64F-FreeRTOS/Sources] 24 @addtogroup main module
2 event_groups.c [K64F-FreeRTOS/...] 2
26 */
3 tasks.c [K64F-FreeRTOS/Generated_Code] 27 /% MODULE main */
4 Events.c [K64F-FreeRTOS/Sources] 28
: 29 ® < Back Next > Finish Cancel
Bxit 30 /* Including needed modules

Presented by:

CONTINUING
- 5 © 2015 Jacob Beningo E EDUCATION
DesignNews All Rights Reserved C C CENTER




Tip #1 — Use printf through ITM

3 Fixed Heap

4 Tiny printf
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a o X E] New o X
Minimal system calls file Select a wizard —>
This wizard creates a new file with *.c extension that contains a set of minimal [
implementations of low level syscalls. [
Container | /K64F-FreeRTOS | | Browse... Wizards:
type filter text
File name | syscalls.c l
% Kinetis Project
Heap Implementation > (= General
Fixed Heap size (RTOS) v| > & C/CHs
= > (= Component Development Environment
This implementation uses a fixed heap size. The heap starts after the -
. . " . > (= CVS
static allocated memory in RAM, and may grow up to a fixed size. The = Gi
symbol _Min_Heap_Size in the linker script (.Id file) needs to be set to an 4 l’_—:" .'t )
appropriate heap size. This implementation is not dependent on the v & L|_braryfunct|ons
stack location. It can be used with an RTOS or other applications where P/ Tiny printf implementation
the stack pointer is moved to different locations in the memory. > (= Processor Expert
> (= SVN
> (= System calls
> (= Tasks
® < Back Next > Cancel ® < Back Next > Finish Cancel
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Tip #1 — Use printf through ITM

5 Redirect printf

257= int iprintf (const char *fmt, ...)

258 {

259 int length = 0;

260 va_list va;

261 va_start(va, fmt):;

262 length = ts_formatlength(fmt, va);
263 va_end(va)

264 i

265 char buf[length];

266 va_start(va, fmt);

267 length = — - va);
268 length = |write (1, buf, length):;
269 va_end(va);

270 |

271 return length;

272 }

int write(int32_t file, uint8_t *ptr, int32 t len)

1

/* Implement your write code here, this is used by puts and printf for example */
int i=0;
for(i=0 ; i<len ; i++)

‘ .—— CMSIS ITM call

ITM SendChar((*ptr++)):

return len;
}

CONTINUING
- 7 © 2015 Jacob Beningo E EDUCATION
DesignNews All Rights Reserved C C CENTER

Presented by:




Tip #2 — Use printf through RT

1 File->New->Other 2 Tiny printf

[E] C/Ce+ - K6aF-FreeRTOS/Sources/main.c - Atollic TrueSTUDIO for ARM T B New o X
File Edit Source Refactor View Navigate Search Project ProcessorExpert Run  Window Help R
New Alt+Shift+N > Z) Embedded Component 4 Select a wizard _\>
Open File... ’% Kinetis Project [
Close Ctr+W  [3] Download new example project from TrueSTORE — -
Close All Ctrl+Shift+W  [E¥ Makefile Project with Existing Code
Save Ctrl+S B9 C=+Project Wizards:
Save As.. [c ]Gt type filter text
Save All CirtrShiftes [IC2INPoect. | —— .
Revert [ Linker script i% Kinetis Project
Move.. Convert to a C/C++ Project (Adds C/C++ Nature) > & General
D” Rename... P2 @Y% Source Folder > = C/C++
&) Refresh s [ Folder > (= Component Development Environment
Convert Line Delimiters To > @ Source Fi{le > = CQVS
Print... Ctrl+P \E/; HEEGEY Fie > -6 Git
| Filefrom Template v & Libraryfunctions
Switch Workspace > & Class
- S Task |P Tiny printf implementation
p23 Import... i Other... Ctrl+N ’ @ Processor Expest
e Erport. 21 xx This module cont ’ _@ SVN
Properties Alt+Enter 22 */ > & System calls
23 > [ Tasks
1 main.c [K64F-FreeRTOS/Sources] 24 daddtogroup main module
2 event_groups.c [K64F-FreeRTOS/...] 35 i
3 tasks.c [KG4F-FreeRTOS/Generated_Code] . e vonoiE men <
4 Events.c [K64F-FreeRTOS/Sources] 28
29
Bxit 30 /* Including needed modules
@ < Back Next > Finish Cancel
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Tip #2 — Use printf through RTT

3 Redirect to RTT 4 Add terminal to debug

le/RTT_Syscalls_GCC.c - Atollic TrueSTUDIO for ARM

Window Help
(€] main.c Le) tiny_printf.c 2  [n] SEGGER | NewWindow [FleC-E-82E
= New Editor
#include <stdarg.h> . Eiidelloolbar
#include <stdio.h »  Open Perspective >
<string.h> He Show View > ©g Breakpoints Alt+Shift+Q, B
o = " " Customize Perspective... B Console CRISETEOE
48 #include "SEGGER RTT.h : _ o
ave Perspective As...
o Reset Perspective... = Disassembly
Close Perspective ECalcRlalog
Close All Perspectives @] ErrorLog AESHIEQIE
(2 Executables
Navigation > Gf Expressions
e e e e T T T Full Screen Ctrl+Alt+Z @ Fault Analyzer
* Preferences 7’ InstaSearch
* _write() G4 Live Expressions
* O Memory
* Function description EGGER_RTT_C... €] SEGGER_SYSV.. @ Memory Browser P
* Low-level write function. T =\ Modules
w libc subroutines will use this system routine for output to all files, ' 5% Outline Alt+Shift+Q, O
* including stdout. [Z Problems Alt+Shift+Q, X
w Write data via RTT. s TR R R [ Project Explorer
*/ :vpes i Registers
‘int _write(int file, char *ptr, int len) { 4’ Search Alt+Shift+Q, S
(void) file; /* Not used, avoid warning */ . TTEmmmmmmmmmmmmmmmmmmmmmmmmmmmmmme @5 SFRs
| SEGGER_RTT Write (0, ptr, len): | \ar ptr, int len): 5 Signals
Jo 0 Vi Tasks
Yoo e TrEmmmmmmmmmmmmmmmmmm s & Terminal
- €3 Trace Control
- (9= Variables Alt+Shift+Q, V
"""""""""""""""""""" Other... Alt+Shift+Q, Q
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Tip #2 — Use printf through RTT

5 Connect to terminal 6 Observe debug messages

[ Fermns fetang: ” Jlink Info Connect Settings

View Settings:

View Title: | Terminal 1 |

EHCOdmg: | cp1252 Vl = swvTrace Log [l SWV Console [ SWV Statisticalprofiling | & Terminal 1 52 N P2-E-rx =0
Telnet: (localhost: 19021 - CONNECTED) - Enceding: (Cp1252)
) SEGGER J-Link V5.10t - Real time terminal output ~
Connection Type: SEGGER J-Link Ultra V4.0, SN=504400102
Process: JLinkGDBServerCL.exe
e ——
Telnet v Blink Red
Blink Red
X Blink Red
Settmgs: Blink Red
Blink Red

Blink Red

Host: | localhost | Blink Red v

Port: | 19021 v]
Timeout (sec): | 10 | \

— Debug Messages
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Tip #3 - Use DataWatch

E Serial Wire Viewer settings for K64F-FreeRTOS Debug X
Clock Settings Trace Events PC Sampling
Core Clock: 21 MHz  [T]CPI: Cycles per instruction [ ] EXC: Exception overhead Enable Resolution: |512 v Cycles/sample
Clock Prescaler: [] SLEEP: Sleep cycles [[]LSU: Load store unit cycles
: 2 - - - T.
SWO Clock: 30000 | kii [C] FOLD: Folded instructions | /] EXETRC: Trace Exceptions imestamps
[CJEnable Prescaler: 64
Data Trace
Comparator 0 Comparator 1 Comparator 2 Comparator 3
[~ Enable [JEnable [JEnable [JEnable
Var/Addr: | Blinks [| VavAddr 00 Var/Addr:  0x0 Var/Addr:  0x0
Access: IWrite VI Access: |Read/Write Access: |Read/Write Access: | Read/Write /
Size: onrd v| Size: Word Size: Word Size: | Word
Generate: |Data Value Vl Generate: Data Value Generate: Data Value Generate: Data Value
ITM Stimulus Ports
Enable port: 31 ] JICICIOICI0024  230]010J01CIOI0I e 1sO0OOOOOMe  7000O0O000O0 0
Privileged only ports: [JPort31.24 [JPort23..16 [ JPort15.8 [JPort7.0
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Tip #3 — Use Data Watch

B swvTraceLog B swvc e EH SWv Statistical P C, SWVData Trace 23 |+- SWV Data Trace Timeline Graph & Terminal 1 = 0
< @ X |G RE
Watch
Comp Name Value
0 Blinks 23
History (Blinks)
Access Value PC Cycles w
WRITE 15 Ox1c24 146801152
WRITE 16 Ox1c24 157286592
WRITE 17 Ox1c24 167772160
WRITE 18 Ox1c24 178257728
WRITE 19 Ox1c24 188743296
WRITE 20 Ox1c24 199228736
WRITE 21 Ox1c24 209714304
WRITE 22 Ox1c24 220199808
WRITE 23 Ox1c24 230685120 v
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Tip #4 — Use Data Trace Graphing

] SWV Trace Log Bl SWV Console EH SWV Statistical Profiling SWV Data Trace |4~ SWV Data Trace Timeline Graph £2 & Terminal 1 = 08
E ol e (e X

— Binks

] —
j \

—
I
K T T 1 1 1 1 T T T 1 1 1 1 I T T 1
3 3.5 4 45 5 5.5 6 6.5 7 75 8 85 g 9.5 10 10.5 1
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Tip #5 — Use Multiple Views

| E [ | | | [ | I Sensorx
a [] I1SRTimer3
& 1SRTimer2
[ 1SRTimer1
4.610.000 4.620.000 4.630.000 4.640.000 4.650.000 4.660.000
7 B SensorQueue
. B ActuatorQueue
5
3
2
1
I R ————
0
4.610.000 4.620.000 4.630.000 4.640.000 4.650.000 4.660.000
6 | xS horeTake
M xQueueSend
5 B xQueueReceive
xSemaphoreGiveFromISR
4 | vTaskDelayUntil
3
2
L [] |} | |
4.610.000 4.620.000 4.630.000 4.640.000 4.650.000 4.660.000 -
Kl | 2l
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6 — Master Analytics

Presented by:

CONTINUING
© 2015 Jacob Beningo CEC EDUCATION  /mens groy
All Rights Reserved CENTER e &




Overview of Debugging Techniques

Available Techniques:

» Basic Breakpoint

» Advanced Breakpoint

« Variable watch

e expressions

* printf

« assert

« Data watch

» Serial Wire Viewer
 Statistical profiling
« Data profiling

« System Trace
« Task and data tracing
 Instruction tracing
« Branch detection
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Additional Resources

* Download Course Material for
— Updated C Doxygen Templates (Sept 2015)
— Example source code

— Templates '(a\
— YouTube Videos X

V3

e Microcontroller APl Standard
e EDN Embedded Basics Articles

« Embedded Bytes Newsletter S\\\Q\\
— http://bit.ly/1BAHYXm

From www.beningo.com under

- Blog > Debugging Realtime Embedded Software
CONTINUING
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The Lecturer — Jacob Beningo

Social Media / Contact CONSULTING
e Secure Bootloaders
e Code Reviews

: jacob@beningo.com

: 248-719-6850 « Architecture Design

: Jacob_Beningo  Real-time Software

: Beningo Engineering * Expert Firmware
Analysis

: JacobBeningo

: Embedded Basics EMBEDDED TRAINING

-
/\ CERTIFIED
YN TRAINING
pouLos B2 UM

www.beningo.com
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