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Course Overview

* |Introduction to Debugging Real-time
Embedded Systems

* Foundational Debugging Techniques
* Debugging the ARM Cortex-M Microcontroller

e Utilizing Systems Viewers and Trace tools to
Debug Firmware

e Tips and Tricks for Debugging Embedded
Systems
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Session Overview

e Overview of RTT

* SystemView Setup

* SystemViewer Setup

* Analyzing the trace

* Percepio Tracealyzer
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Overview of RTT

°C, Linux, Mac

"Hello World”
From CPU to terminal in 0.84us with RTT

J-Link SW
O
AN
/4 =T\

| I-Link T —
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SystemView Setup

1 Download and Install the Tools

Segger SystemView
« MCUonEclipse Plugin

« Download from Source Forge
« Raw source from Segger website

SystemViewer Utility
» Segger website

00:00:01.173.241.428

|
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SystemView Setup

2 Create a Project

Project Requirements

« RTOS based

* Multiple Threads

« Use current project as a base

[E] Processor Expert - KE4F-FreeRTOS/Sources/main.c - Atollic TrueSTUDIO for ARM - X
File Edit Source Refactor View Navigete Search Project ProcessorExpert Run Window Help
Lk ler&-Bim=l 0] B G- BE Y- re oy A0 -8B | | B/ (8 Proceson spet | 35 Detu
&5 Project Explorer 58 E&le Y20 S com S Components Library 5 -
~ 2£ K64F-FreeRTOS
4 Binaries Categories | Pr rs | Board C:
g ‘["E(,:,Uﬁd: b Al repositories | Applicable to project
& Debug Component Component Repository Deseription N
g 2:::::“2‘::2 () 2404 EEPROM My Components Microchip 24AA Serial EEPROM
& Project Settings @ 72HC164 My Components 7AHC164 Shift Register
4= SEGGER. @ 72HCss My Components Driver for the 74HC595 Shift Register Device
& Sources @ roc Kinetis A/D Converter - Legacy High Level Component
(= Static_Code A4 ADC_LDD Kinetis A/D Converter - Logical Device Driver
] pe micro_projectsettings.ini [ AnalogComp_LDD Kinetis Analog Comparator - Logical Device Driver
D ProcessorExpert.pe @ App_SMAC_Hello My Components Simple SMAC "Hello' Application
£ Projectinfo_Atollic.ml @ AsynchroSerial Kinetis Asynchronous Serial Communication - Legacy High Level Component
- (@ AT25HPS12 My Components Driver for SP| EEPROM AT25HP312
8 Bareboard Kinetis Bareboard RTOS Adapter - RTOS Component
P BasicProperties Kinetis This compenent is example of basic propertics. The component was desi... o

Filter on for MKG4FNTMOVLL12 (KE4F-FreeRTOS)

& Components - K64F-FreeRTOS 2 S T | [€] main.c & E = 8
(= Generator_Configurations ~
v (= 0Ss void Led GreenBlink( void *pvParameters )
@B FRTOST:FreeRTOS 1
v (= Processors const TickType_t xDelay = 250 / portTICK_PERIOD_MS:
4 CpuMKEAFNTMOVLLI2
~ (= Components for( :: )
(= Referenced_Components i
(G Pinsi:PinSettings LED_Green On();
@) LED_BlueLED vTaskDelay( xDelay ):
- LED_Green Off();
gig_zedgﬁm vIaskDelay( xDelay );
_Green: ¥
& PDD s
T -save - *
int main(void)
t -restore Enable
{ v
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SystemView Setup

3 Add example code

void Led BluweBlink( void *pvParameters )

i
const TickType t xDelay = 300 / portTICK FERIOD MS;

for({ ;)

i
LED Blue On():
vTaskDelay( =xDelay ):
LED Blue Off():
vTaskDelay( =xDelay )

vold Led GreenBlink | wveoid *pvParameters |

{
const TickType t xDelay = 230 f portIICE PERICD M5:

for( :: )

{
LED Green Om{);
wTaskDelay (| xDelay )
LED Green Off{():
vTaskDelay( xDelay ):

! Presented by:

CONTINUING
. 7 © 2015 Jacob Beningo E EDUCATION
DGSlgnNews All Rights Reserved C C CENTER




SystemView Setup

4  Add SystemView Source code

[ﬁ_-, Project Explorer &3

v B KBAF-FreeRTOS
ﬁb Binaries
it Includes
v [= Config

[H Globalh
[h SEGGER_RTT_Confh
[n| SEGGER_SYSVIEW_Confh
[£] SEGGER_SYSVIEW_Config_FreeRTOS.c

(= Debug

(= Documentation PrOJeCt ShOUId IOOk I|ke th|S|

= Generated_Code
meebrpiect Sethipoc
v = SEGGER
> [£] SEGGER_RTT.c
5 [h| SEGGER_RTT.h
5 [ SEGGER_SYSVIEW_CenfDefaults.h
> [£] SEGGER_SYSVIEW_FreeRTOS.c
> [Inl SEGGER_SYSVIEW_FreeRTOS.h
> [ SEGGER_SYSVIEW. Int.h
> [€] SEGGER_SYSVIEW.c
> [h| SEGGER_SYSVIEW.h
> _[h| SEGGER.h
(= Sources
(= Static_Code
‘% ProcessorExpert.pe
Projectinfo_Atollic.xml
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SystemView Setup

5 Configure the project

malin.c
52 f* User include=s (#include below this line i= not maintained by Processor Expert) */
53 #include "SEGGER SYSVIEW.h"

103 /% Write your code here */f
104 f#% For example: foxri(;:;) { } */

105 SEGGER_SYSVIEW Conf(): /* Configure and initialize SystemView */

106 XTaskCreate (Led BlueElink, (const char® const)"led blue", configMINIMAL STACK S5IZE,0,1,0);
107 XTaskCreate (Led RedBlink, (const char* const)"led red",configMINTMAT. STACK SIZE,0,1,0):

108 XTaskCreate (Led GreenBlink, (const char* const)"led green",configMINTMAT. STACK S5TIZE,0,1,0);

FreeRTOSConfig.h

165 #define configUSE SEGGER SYSTEM VIEWER HOOKS 1

250 f#include "SEGGER SYSVIEW FreeRTOS5.n"
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SystemView Setup

5 Configure the project — The easy way

Component name FRTOS1

RTOS Version Va.23 Va.23
Classic CodeWarrior

Disabled Interrupts in Startup
configASSERT defined [+]
Enable GDE Debug Helper ]
Application Task Tags

E I

Thread Local Storage Pointers | ] Enable Trace
Use Trace Facility |
Utility UTILT  w || =

Kinetis SDK (Custnm Port (Segger System Viewer ~._ Percepio Trgpe;rcnllect Runtime Staﬂ Scheduleﬂ Ticks] {]ueuesw Semaphores and Muteﬂ Timersﬁ P
o

[~] Segger System Viewer Trace

Segger System Viewer || 5¥51  w

Create a new component

Presented by:

CONTINUING
. 10 © 2015 Jacob Beningo E EDUCATION
DESlgnNews All Rights Reserved C c CENTER




SystemView Setup

%5 Components - K64F-FreeRTOS &2 s B = O

[= Generator_Configurations
w [ (O5s
G FRTOS1:FreeRTOS
w = Processors
Q Cpu:MKB4FNTMOVLLTZ
v [= Components
v [ Referenced_Components
@ UTIL1:Utility
» % 5¥51:5eggerSystemView
} % RTT1:5eggerRTT
= 5§ WAITTWar
o KSDK1:KinetisSDK
Ui Pins1:PinSettings
@ LED_Blue:LED
@ LED_Red:LED
@ LED_Green:LED

= PDD
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SystemView Setup

6 Run the SystemViewer

] SEGGER SystemViewer v2.30 | Co.. 7 x
Connection to 1-Link

(®) UsE [[] serial No

) TCP/IP

Existing Session

Must know target!

Target Device MatCh the SWD
\|| MKS4FN 1MDXXX 12 v
Easiest option Target Interface & Speed
/SWD - | |00 g kHzI‘

RTT Control Block Detection
‘l@ Auto Detection] () Address () Search Range
utomatcally search for RTT Control Blodk in known RAM,

(04 Cancel
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SystemView Setup

Review the results

[) SEGGER SystemViewer V2.3 - FreeRTOS Demo Application [FreeRTOS] on Cortex-M4 - X
File View Go Target Tool Window Help
L)
Events
# Timestamp Context Event Detail ~ || Property Detail e

524 00:00:08.400.036.147 P led red ¢ vTaskDelay xTicksToDelay=10 ¥ Target System

525 00:00:08.400.085.449 led rea M System Idle Idle for 99.993897 ms (131 064 cycles) FreeRTOS Dema Application

526 00:00:02.499.960.327 Idle IP Task Ready led blue, runs after 118.01% us (156 cycles) FreeRTOS

527 00:00:08.500.000.763 | | Tdle 1P Task Ready led green, runs after 156.402 us (205 cycles) Cortex-M4

528 00:00:08.500.035.858 Idle I»  Task Ready led red, runs after 199.890 us (262 cycles) 1310720 Hz

529 00:00:08.500.079.346 led blue |} Task Run 763 ns

530 00:00:08.500.108.337 led blue ¢ vTaskDelay xTicksToDelay=50 00:01:07.399.751,282

531 00:00:08.500.157.166 led green ) Task Run ¥ Recording

532 00:00:08.500.186.920 led_green * vTaskDelay xTicksToDelay=25 [ Host Time 1 May 2016 15:20:16

533 00:00:08.500.235.748 led red b Task Run © Duration 00:00:56.400.039

534 00:00:08.500.265.503 led red  *  vIaskDelay ATicksToDelay=10 o Title

535 00:00:08.500.311.279 led_red M System Idle Idle for 99.697113 ms {130 €75 cycles) £ Author

536 00:00:03.599.960 Idle b Task Read led red, runs after 48.065 us (63 cvcles) hd ' Description h
Timeline Width: 500.0 us

us

19.549 +50us +100us +150us +200 us +250us +300us +350Us +400 us +45¢

heduler

led_green

4 Ide »

Neme Type Stack Information Run Count Frequency Last Run Time Min Run Time Max Run Time Total Run Time Run Time/s Context Message
Scheduler =] [ OHz 00ms 00ms 00ms 0.00%
led_blue = e 149 @ 0:x20000670 13 2Hz 0.0785 ms 00724 ms 0.0785 ms 27852 ms 01571 ms 0.02%
led_red = e 91 @ 0x20000ef0 565 11 Hz 00770 ms 00686 ms 1.7120ms 44,3954 ms 07553 ms 0.08%
led_green = a1 149 @ 0:x20001270 226 4Hz 0.0762 ms 00701 ms 0.0785 ms 17.4110 ms 03097 ms 0.03%
Idle 6} 678 12Hz 99.9244 ms 499214 ms 1015853 ms 56326.8463 ms 1048.7007 ms 104.87%
< >

3459 Events 00:00:36.400.039 W
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Percepio Tracealyzer

%5 Compenents - K64F-FreeRTOS 53 - s/ Y= O

1 Set U p SO U rC e [=- Generator_Configurations

w = Obs
> FRTOS1:FreeRTOS I
w [~ Processors
@ Cpu:MEBIFMIMOVLLTZ
v = Components

w (= Referenced_Components
3 UTIL:Utility
U Pins1:PinSettings
@ LED_Blue:LED
@ LED_Red:LED
@ LED_Green:LED
= PDD

Component name FRTOS1
RTOS Version ve.2.3 va.23

Classic CodeWarrior

Disabled Interrupts in Startup
confighSSERT defined
Enable GDBE Debug Helper [l
Application Task Tags

Thread Local Sterage Pointers I:I
Use Trace Facility
Utility UTILT  w | =

Enable

Kinetis SDK (Custom Port (Segger System Viewer (F'ercepio Trace Collect Runtime Staq Scheduler| Ticks | Queues | Semaphores and Mutex | Timers 2y

[“] Percepio Trace
FreeRTOS Trace | My Components/PercepioTrace  w | =
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Percepio Tracealyzer

1 Setup Source

/

Enable

fStreaming with RTT Eventﬂ/ )

L] Streaming with RTT I‘

Strearmning Recorder Version | V3.0.2 | V3.n.2

Symbol Table Slots E) |

Symbol Max Length | 24 | .

Object Data Slots |20 | Configure RTT

Ctrl Task Priority 1 |

Ctrl Task Stack Size | confighdIMNIMAL_STACK_SIZE

Segger RTT FTT1 W

Up Buffer Index |'D |

Up Buffer Size | 1024 |

Down Buffer Index | 0 |

Down Buffer Size | 32 |
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Percepio Tracealyzer

1 Setup Source

Component narme

Wersion

W2.20a V2.20a

Mumber of Up Channels | 2 |

Mumber of Down Channels | 1 |

Terminal (Channel 0)

Up Buffer Size (Tx)
Up Buffer Mode

Down Buffer Mode

| 1024 |
Skip (Default) w

Disable!
Down Buffer Size (Rx) | 64 |
Skip (Default) w

Printf BufferSize |64 .~ |

[ Blocking Send rd

Tirmeout {ms) | i |

Wait WAITT >

Wait Time (ms) [ 1 |
Kinetis SDK KSDK1 v [»

DesignNews
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Percepio Tracealyzer

2 Connect to Target Debugger
/
[l Settings / Y
J-Link Settings —J-Link Settings ‘

Streaming Trace Settings
Debugger: | I._I-IJnlc LULTRA+, USBD, 5/N: 504400102 ;l
J-Link Speed (kHz): IdﬂD'I] _—

=
e JTAE/
& SwD

™ Default (don't change)

Target Device: I iMKEIlFN'IM[Inmz I Select Device. . |

/

MK64FN1MOxxx12
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Percepio Tracealyzer

3 Start Acquiring Trace

@ Connected to MEG4FM1MOood 2 (SEGGER J-Link Ultra @ 4.00 MHz, J-Link dri... — O =
16 %
IAAAMAMAMMAMAMAAAA]
08%
0%
—Raw Data Trace Session
284 KB B595 events Recording (0:00:11)
724 KBis 533 events/s
Start Recording Stop Recording (] ew Trace
Start Stop
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Percepio Tracealyzer

4  Analyze the Trace

(BN Tracealyzer for FreeRTOS - trace_2016-07-05_11.10.50.psf
File Find View Bookmarks J-link Help

DesignNews 19
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Task led_blue
Instance: 1/101

Triggered by: None

Triggers: None
Execution Time,
Response Time: 221 (1)
Fragmentation: 1

CPU Usage: 0.0161 %

: 81 ()

Friorty: 1
Performs 1 event(s)
2coooncoo || ACEOE R
Previous \rslar:el Next Instance |
View size [5556 | (ms.us)
¥ Grd [1000 (us) ¥ Auto
ZoomIn I szoml Freset... |
. .
lill I [

[#] Actor Instances: 5855 of 5855
[ Kemel Notices: 0 of 10899
=l

Controls

Actor Information
¢ Task led_blue
-- Instance: 1/101
Triggered by: Mone
Triggers: Mone
-- Execution Time: 81 (us)
-- Response Time: 221 (us)
- Fragmentation: 1
- CPU Usage: D.0161 %

-- Performs 1 event(s)
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Percepio Tracealyzer

4  Analyze Trace

(&) CPU Load Graph — O *
Views Resclution Zoom  Customize |

CPU Load Graph = £| {No Selection)
11% M led_blus

B l=d_green
I|IIII|IIIIII|IIIIIIIIIII|II|IIIIIIII|I|IIII|III|

[ led_red
B TzCirl

=
i

0.9%

0.8%

06 %

05 %

0.47%

03%
Zoom In |

02% Zoom Out |

01%

12:20.000.000

< i

| 45.412.026 to 46.421.182 Task TzCtrl, Usage in slice: 195470 ps (0.92 %)
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Percepio Tracealyzer

4  Analyze Trace

Actor Priority Count CPU Usage Execution Time Response Time Periodicity Separation Fragmentation

Min Max % Min Avg Max Min Avg Max Min Avg Max Min Avg Max Min Avg Max
Task IDLE 0 0 1 08.948 - - - - - - - - - - - - 5048 5048 5048
Task led_blue 1 1 101 0016 80 81 82 220 221 222 499998 500.000 500.001 499.777 499.778 499780 1 1 1
Taskled green 1 1 202 0033 80 81 83 158 213 270 249965 250.000 250.034 249.697 249.786 249876 1 1 1
Task led_red 1 1 504 0081 &80 81 83 156 189 318 99935 100.000 100.067 99616 99811 99909 1 1 1
Task TzCtrl 1 1 5047 0.923 0 92 111 43 148 378 7810 10000 10100 7.699 9851 9962 1 1 1
Task led_green - Execution Time Task led_green - Response Time Task led_green - Periodicity

] 81 82 83

a5l
65|

[x] [x]
= =] 270
=i = e

GO6GRE
LOGGRE
EED'OSE
VED OSE
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Troubleshooting Trace

* Clean the project
* Rebuild the Processor Expert Components
e Build the entire project

 May need to modify includes in the generated
components

* When changing PE Component, click on a new
box, save all, then rebuild

* Review PE dependencies
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Additional Resources

 Download Course Material for
— Updated C Doxygen Templates (Sept 2015)
— Example source code

V
— Templates “9\&
— YouTube Videos : é&%
e Microcontroller API Standard )

e EDN Embedded Basics Articles

« Embedded Bytes Newsletter S\\\Q\\
— http://bit.ly/IBAHYXm

From www.beningo.com under

- Blog > Debugging Realtime Embedded Software
CONTINUING
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http://bit.ly/1BAHYXm
http://www.beningo.com/

The Lecturer — Jacob Beningo

Social Media / Contact CONSULTING
 Secure Bootloaders
e Code Reviews

: jacob@beningo.com

: 248-719-6850 « Architecture Design
: Jacob_Beningo * Real-time Software
: Beningo Engineering * Expert Firmware

: JacobBeningo AnaIyS|S

N ool EDN @ Embedded Basics EMBEDDED TRAINING
Principal Consultant A
DOULOS B Lana:s

Q‘ﬁ.} BENINGO WWW.beningO.COm

EMBEDDED GROUP
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