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Debugging Real-time Embedded
Software — Hands-on
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Course Overview

* Introduction to Debugging Real-time
Embedded Systems

* Foundational Debugging Techniques
* Debugging the ARM Cortex-M Microcontroller

e Utilizing Systems Viewers and Trace tools to
Debug Firmware

e Tips and Tricks for Debugging Embedded
Systems
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The Lecturer — Jacob Beningo

Social Media / Contact CONSULTING
 Secure Bootloaders
e Code Reviews

: jacob@beningo.com

: 248-719-6850 « Architecture Design
: Jacob_Beningo * Real-time Software
| . Beningo Engineering * Expert Firmware
QA Analysis

: JacobBeningo
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Jacobs CEC Courses

CEC 2013 - 2015

CEC 2016

Side Topics 2016

Fundamentals of Embedded
Software (2013)

Mastering the Software
Design Cycle (2014)

Python for Embedded
Systems(2014)

Software Architecture
Design (2014)

Baremetal C (2015)

Mastering the ARM Cortex-
M Processor (2015)

Writing Portable and Robust
Firmware in C (2015)

Design Patterns and the
Internet (2015)

DesignNews 4

Bootloader Design for
MCUs
January 2016

Rapid Prototyping w/

Micro Python
May 2016

Debugging
July 2016

Professional Firmware

October 2016

© 2015 Jacob Beningo
All Rights Reserved

CE

Real-Time Software

using Micro Python

PROMO-PYTHON

Embedded Bytes

Newsletter

http://bit.ly/IBAHYXm
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Session Overview

* The Greatest Development Challenge
* Overview of Debugging Techniques

e The K64F Freedom Board
* Test Bench Setup
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Presented by:
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The Greatest Development Challenge
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The Greatest Development Challenge

7 Tips to Squash Bugs

* Develop a software architecture

* Use coding standards such as MISRA-C
e Use a style guide (improve readability)
* Read the C standard

* Develop a disciplined approach

* Use regression testing
* Perform code reviews frequently
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Overview of Debugging Techniques

Available Techniques:

» Basic Breakpoint

« Advanced Breakpoint

« Variable watch

* expressions

* printf

« assert

« Data watch

« Serial Wire Viewer
 Statistical profiling
« Data profiling

e System Trace
» Task and data tracing
 Instruction tracing
« Branch detection

MW, o
Wil

Presented by:

CONTINUING
. 8 © 2015 Jacob Beningo E EDUCATION /e
DeS|g|1News All Rights Reserved C C CENTER ‘




Overview of Debugging Techniques

7 Tips to Debug Software

* Change one line of code at a time
 Make a record of the attempted fixes
* Increase assertion density

* Avoid breakpoint debugging

* Discuss the problem out loud

e Go for a walk

* Sleep on the problem
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Course Tools

00:00:01.173.241.428

J-Link

———

TrueSTUDIO®

Uart-to-USB Percepio Tracealyzer™
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The K64F Freedom Board

ARM'
mbed

enabled
XS, i

FRDM-K64F
Arduino Headers

N.C.
e |

ADC1_SE18
N.C.

ADC1_DMO

PWM
PWM
PWM

PWM
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The K64F Freedom Board

e NXP K64F Freedom Board
— ARM Cortex-M4
— 120 MHz User UsB
— 1 MB Flash i
— 256 KB RAM
— Tri-Color LED
— Accelerometer

Accelerometer

.....

— Built-in Debugger

— Ethernet Ethernet I
S35 OpenSDA Debugger
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PushButton
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K64F

LED
PushButton

Arduino
Headers
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Test Bench Setup

* Install Atollic TrueSTUDIO
* Install PEx plug-in or SDK

— Timor.atollic.com/resources/application-notes/

Integrate Freescale Processor Expert with Atollic TrueSTUDIO

This Application Note a step-by-step guide on how to integrate Freescale Processor Expert with Atollic® TrueSTUDIO®.

Integrate Freescale Processor Expert with Atollic TrueSTUDIO

* Install MCUonEclipse Processor Expert Components

We are ready to create a project, setup FreeRTOS and blink some LEDSs!
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Test Bench Setup

[E] New Kinetis Project O X

Devices

Select the derivative you would like to use

Processor to be used:

type filter text

w Boards ~
w Kinetis

FRDM-K22F

FRDNI-K64F

FRD L46Z

TWR-K22F120M

TWR-K60D100M

TWR-K64F120M

TWR-KV10Z32

TWR-KV31F120M

2 % Component Ins pector - Pins 1 % Components Library 3

Alphabetical Categories | Processors | Board Conﬁgurationsw

| FreeRTOS | | All repositories ~ | | Applicable to project ~
Component Component Repository Description
L, o c | 1] i~ 4 L, o e
@5 FreeRTOS My Componﬁb FreeRTOS McuOnEclipse Port with FreeRTOS+ Trace
TOS. oS Ty Cornpon TOTHLOTENE L0 CTeate TTeenT I Taohs
@ PercepioTrace My Components Percepio FreeRTOS Trace
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Test Bench Setup

3 % Components - KEAF-FreeRTOS I FldE T T 0 |&manc:
) th:fn'rnr_l‘;nnﬁgur.lﬁnr&s 12 7=
w B 055 I 3 W
» EE FRTOS1:FrecATOS
w [©% Processors
b @ Cpue MKESFRIRIVLLZ
w5 Campanents
» 1 Fins1:PinSetings
3 g Utility:Lhtility
» (& POD il i

Component name “
4 RTOS Version V823
Classic CodeWarrior
Disabled Interrupts in Startup
configASSERT defined
Enable GDBE Debug Helper [l
Application Task Tags
Thread Local Storage Pointers I:l
Use Trace Facility |
Utility [t w|>] N
T ) )IuﬂtEI"fECE to utility functicns. ) ) »
Kinetis SODK . Custom F'orﬂ Segger System Vleweﬂ Plnterface description: Description taﬂ Scheduleﬂ T|cksw Queueﬂ Semaphores and Muteﬂ Tlmersw 2 |
[ Kinetis SDK v
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Test Bench Setup

43 J/# Tzer jncipdes (#ipsiyde below this Jipe j= not maintained by Processor Expert) */
4p= yoid Led BlueBlink (void *pvParameters)
4 {
4 const TickType t xDelay = 500 i portTICK PERIOD MS:
4 for(;:
4 {
4 LEDI Om ()=
= vIaskDelay (xDelay) ;
5 LED1 Off():
5 vTaskDelay (xDelay) ! I
L }
L
Sp
59 f*lint -save -e370 Disable MISER rule (6.3) checking. #*/
el=int main (void)
6l /*1lint -restore Enable MISRA rule {&.3) checking. #/
62 {
3 /% Write your local variable definition here */
64
65 f*¥%% Processor Expert internal initialization. DON'T REMOVE THIS CODE!!'! ###%/
66 PE low lewel init(): o O
67 f#*% End of Processor Expert internal initialization. LA

J L o

R 2 = = 1 | L - - B T S
xTaskCreate (Led BElueBlink, (const char* const)"led blue",configMINTMAT STACK SIZE,0,1,0):
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Additional Resources

 Download Course Material for
— Updated C Doxygen Templates (Sept 2015)
— Example source code

V
— Templates “9\&
— YouTube Videos : é&%
e Microcontroller API Standard )

e EDN Embedded Basics Articles

« Embedded Bytes Newsletter S\\\Q\\
— http://bit.ly/IBAHYXm

From www.beningo.com under

- Blog > Debugging Realtime Embedded Systems
CONTINUING
DesigiNews 17 cosuenseme (CIECERTR

Presented by:



http://bit.ly/1BAHYXm
http://www.beningo.com/

The Lecturer — Jacob Beningo
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