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Session Overview

• Debugging Bootloaders

• Issues with Flash

• Image Verification

• Valid Reset Vectors

• Test Cases
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Debugging Bootloaders

• What could possibly go wrong?
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Debugging Two Applications
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Steps to debug the application:

• Run the boot-loader in debug

• Flash the application image onto the system

• Reset the processor

• Add symbols from the IDE and select the application symbols
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Issues with Flash

• Flash controller NOT initialized properly

– Clock rate

– Clock gating

• Write method

– Byte or Page?

• Checksum

– Wrong place

– Written backwards

– Not written!
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Resolutions for Flash

• Write a test harness to verify flash settings 
and write to various locations in flash

• Flash driver should

– Write record to flash

– Verify write by reading back and comparing

– Failure to write should generate an error!

• Use example code for flash as a jumping off 
point for your own driver
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Image Verification

• Export the flash image from the IDE while in 
debug mode running only the application

• Export the flash image from the IDE while in 
debug mode running the boot-loader with the 
application

• Use WinMerge to compare the images to 
determine if there is a difference between the 
image when loaded through the boot-loader
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Valid Reset Vector?
• One of the major causes of staying in the 

bootloader
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C Copy Down

• Is the C copy down being performed?
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Write Once Registers

• Are any write-once registers trying to be 
written by both the boot-loader and the 
application?

• Watchdog Timers

• Processor Mode registers

• Memory registers
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Example Test Cases
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Example Test Cases
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Example Test Cases

13



Presented by:

© 2015 Jacob Beningo

All Rights Reserved

Best Practices
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• Test the corner cases

• Use a test harness

• Don’t be shy when it comes to error codes

• Use assertions

• Start with a simple test application

• Leverage example code but build in 
robustness
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Bootloader Fall Backs
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Course Review

• Bootloader Models and Concepts

• Interface Protocol Design

• Setting Up a Test Application

• Bootloader Implementation

• Troubleshooting Techniques

16



Presented by:

© 2015 Jacob Beningo

All Rights Reserved

Where to go from here?

• Encryption

• Authentication

• Relocatable applications

• GUI Investigations

• Write your own
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Additional Resources
• Download Course Material for

– Updated C Doxygen Templates (Sept 2015)

– Example source code

– Bootloader White Paper

– Templates

• Microcontroller API Standard

• EDN Embedded Basics Articles

• Embedded Bytes Newsletter

From www.beningo.com under

- Blog and Articles > Software Techniques > CEC Bootloader 
Design for MCUs

http://www.beningo.com/
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