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Session Overview

* The Bootloaders Purpose

* Application Storage Formats
 Message Packet Format

* Converting Application Formats
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DesignNews

The Bootloaders Purpose

Environment MCU
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Application Storage Format
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Application Storage Format
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Application Storage Format

Possible MOT File Contents
Header: | SO0 record S0 record S0 record
2 B S2... S3...
. 151... St S3..
vats: sy S2... S3...
numerous nUMEerous numerous
S1 records S2 records S3 records
Record count (optional): | S5 record S5 record S5 record
Termination: |S9 record S8 record S7 record
2 byte 3 byte 4 byte
Addresses Addresses Addresses
b ool [ [ ¥
Cmnq:vmm
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Application Storage Format

5006000048445218B
32500420000500D00120C5014200CD014200CF014200ADR8A200210342007D0C420000000000C3

S5030346B3
S78500420000B83
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Message Packet Format

* General Message Format

Start Message | OPCODE Data Length Checksum
(8 bits) (8 bits) (8 bits) (16 bits)

 Checksum
— Fletcher16 (Approaches error detection of CRC)

— https://en.wikipedia.org/wiki/Fletcher%27s_check
sum
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Message Packet Format

uintle t Packet ChecksumCalculate (uintf8 t const * Data, uintlé t Bytes)

{
uintle t suml = Oxff, sum? = Oxff;
uintle t tlen;

while (Bvtes)

{

tlen = Bytes > 20 ? 20 :©: Bytes:

Bytes -= tlen;

dof

sums += suml += *Data++;

}y while (--tlen):

suaml = (suml & O0=xff) + (suml >> 8);

sum? = (sum? & Oxff) + (sum? >> B8);
X
S Second reduction step to reduce sums to 8 bits
suml = (suml & O0xff) + (suml >> 2);
gumz2 = (sum2 & O0xff) + (sumd >> 2);

return (sum2 << 8 | suml);
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Message Packet Format

Bootloader Enter

Bootloader Exit

Device Erase

Device Program
Device Secure
Device Unsecure

Query Device
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This command is used to put the system into
boot-loader mode.

Used to exit the bootloader with the
intention of entering the application code.

Erases the application buffer space and
prepares for receipt of new application code.

S-Record to program to the application buffer
space.

Secures the flash space from being read and
written

Unsecure the flash space for writing and
reading.

Used to determine if the system is in

bootloader or application mode.
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Message Format

45 [l]}.-":-:':-r

46 * Defines the commands being receiwved by the bootloader.

47 &%/

48 typedef enum

45 [-]{

50 BOOT ENABLE = 0x30, J##%< Enter bootloader */

L BOOT_EXIT = 0x31, f**< Exit bootloader *=/

52 ERASE DEVICE = 0x32, f**z Erase application area of memory */
53 PROGEAM DEVICE = 0x33, S#%< Program device with an s-record #/
54 QUERY DEVICE = 0x34, S**< Set the S5lave Tx buffer with the current state *ﬂ
S COPY APPLICATION = O0x35, JS*% Copy application from buffer to app space #/
56

57 END OF COMMANDS S*#¢ End of command list =/

S8 | }BootCommand t;

=L e

&0 El}.-":-:':-r

61 * Defines the responses sent by the bootloader.

62 %/

683 typedef enum

64 [ {

a5 IDLE = O=00, f#%< Bootloader is idle #/

66 ERASE FINISHED = 0x01, /**< Erase finished */

&7 WREITE FINISHED = 0Ox02, /*#*< Write finished #/

68 CHECKSUM FAIL = 0x03, f##*< Checksum error */

69 BUSY = 0Ox04, f##« Bootloader busy #/

70 COPY FINISHED = 0x05, f#%< Copyv Completed #/

71 RECORD LPF SPACE INVALID = Oxld,

T2 PACKET INVALID = 0=x20,

73

T4 APP MCDE = 0x01, JE##*< Application running #*/

TS BOOT MODE = Ox03 JS#*< Bootloader running *#/

Te }BootResponse )
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Message Packet Format

* Best Practices

— Use a packet format

— Use a checksum or CRC

— Track record packet numbers

— Use ACK and NAK for each packet

— Create specific error codes

— Don’t assume that errors rarely happen

— Use 32 bit addressing as a default

— Include response timeout
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Converting Application Formats

Some IDEs only put out one record format!

Useful format converter
* Hex2bin (http://hex2bin.sourceforge.net/)
* Bin2Srec (http://www.s-record.com/)

* Many other tools
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Converting Application Formats

Devicel Target | Output IJsting] User ] CJ’C-HI Asm I IJnkerI Debug] thil'rlies]
Select Folder for Objects... | Name of Executable: IMZM_H""WEI'E
{* Create Executable: \Objects\MZM_Fimware
Check this box!
[V Debug Information [ Create Batch File
[V Create HEX File
[V Browse Information
(" Create Library: .\Objects\MZM_Fimware lib
4‘ 0K Cancel Defaults Help }
|
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Converting Application Formats
* Hex2bin

— hex2bin filename
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Converting Application Formats

e Bin2Srec

— Bin2srec —a 4 —o 0x420000 input_filename >
output_filename

48 - Convert binary t

2ade-2al5 ANT GO0

m

ah
§2EFh
ah

62EFh

=
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Additional Resources

 Download Course Material for
— Updated C Doxygen Templates (Sept 2015)
— Example source code
— Bootloader White Paper o8

— Templates

»
N

e Microcontroller APl Standard
e EDN Embedded Basics Articles
e Embedded Bytes Newsletter g\\\“\\

From www.beningo.com under

- Blog and Articles > Software Techniques > CEC Bootloader
Design for MCUs
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