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Session Overview

• The Bootloaders Purpose

• Application Storage Formats

• Message Packet Format

• Converting Application Formats
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The Bootloaders Purpose
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Environment MCU
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Application Storage Format
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Application Storage Format
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Application Storage Format
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Application Storage Format
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Record Count Address Data Checksum
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Message Packet Format

• General Message Format

• Checksum

– Fletcher16 (Approaches error detection of CRC)

– https://en.wikipedia.org/wiki/Fletcher%27s_check
sum
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Message Packet Format
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Message Packet Format
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OPCODE Command Description

0x30 Bootloader Enter This command is used to put the system into 
boot-loader mode.

0x31 Bootloader Exit Used to exit the bootloader with the 
intention of entering the application code.

0x32 Device Erase Erases the application buffer space and 
prepares for receipt of new application code.

0x33 Device Program S-Record to program to the application buffer 
space.

0x34 Device Secure Secures the flash space from being read and 
written

0x35 Device Unsecure Unsecure the flash space for writing and 
reading.

0x36 Query Device Used to determine if the system is in 
bootloader or application mode.



Presented by:

© 2015 Jacob Beningo

All Rights Reserved

Message Format
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Message Packet Format
• Best Practices

– Use a packet format

– Use a checksum or CRC

– Track record packet numbers

– Use ACK and NAK for each packet

– Create specific error codes

– Don’t assume that errors rarely happen

– Use 32 bit addressing as a default

– Include response timeout
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Converting Application Formats

Some IDEs only put out one record format!

Useful format converter

• Hex2bin (http://hex2bin.sourceforge.net/)

• Bin2Srec (http://www.s-record.com/)

• Many other tools
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Converting Application Formats
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Converting Application Formats
• Hex2bin

– hex2bin filename
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Converting Application Formats

• Bin2Srec

– Bin2srec –a 4 –o 0x420000 input_filename >  
output_filename
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Additional Resources
• Download Course Material for

– Updated C Doxygen Templates (Sept 2015)

– Example source code

– Bootloader White Paper

– Templates

• Microcontroller API Standard

• EDN Embedded Basics Articles

• Embedded Bytes Newsletter

From www.beningo.com under

- Blog and Articles > Software Techniques > CEC Bootloader 
Design for MCUs

http://www.beningo.com/
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