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Course Overview

Topics:

Understanding Embedded System Security
Introduction to Arm TrustZone®

Creating your First TrustZone Application
Designing and Debugging a Secure Boot Solution
Securing a RTOS Application with TrustZone
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Session Overview

* Continuing FVP Debugging
* Chain of Trust
* Demo Project Setup

 Trusted Execution Environment
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Debugging

Registers .3 Disassembly 7 v ’ .
Register Value | [groxcEDEDEDE 0000 MOVS 0,10 & Snipping Tool [ESaE= )
- Core OxCFDFDFEO 0000 MOVS r0,r0 f ‘
RO xDFDFDFCF OxCFDFDFE2 0000 MOVS r0,xr0 J
R1 (<00000000 UECEDEDEES 0000 HOVS 20,20 Drag the cursor around the area you ‘
OxCFDFDFE6 0000 MOVS r0,r0
2 CI0000000 0xCEDEDFES 0000 MOVS z0,z0 want to capture.
R3 00000000 ’: | |
R4 600000000 | Kl
— = v
22 LY | ] Abstracttxt | g interfacec ] s:cum:}
R7 00000000 =
RS 00000000 2 | * Copyright (c) 2013-2016 ARM Limited. All rights reserved.
R9 00000000 3 3
R10 (00000000 4 * SPDX-License-Identifier: Apache-2.0
R11 00000000 S o
R12 00000000 6 * Licensed under the Apache License, Version 2.0 (the License):; you may
R13(SP) OxDFDFDFCC 7 * not use this file except in compliance with the License.
R14(LR) OxFFFFFFFF 8 * You may obtain a copy of the License at
R15(PC) CFDFDFDE Bl ol
xPSR (<01000000 10 * www.apache.org/licenses/LICENSE-2.0
[ Bl i1 »
12 * Unless required by applicable law or agreed to in writing, software
xDFDFDFCC i3 * distributed under the License is distributed on an AS IS BASIS, WITHOUT
(00000000 14 * WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
(00000000 15 * See the License for the specific language governing permissions and
(<00000000 16 * limitations under the License.
000 17 "
0 is %
0 19 %
00 20 * S$Date: 15. October 2016
— 21 | * $Revision: 1.1.0
22 %
Secure Thread 23 * Project: TrustZone for ARMvE-M
Privilege Privileged 24 % Title: Code template for secure main function
Stack MSP 25 .
States 0 2e |~ L
Sec 0.00000000 27 -
[+ FPU 28 /* Use CMSE intrinsics */
29 #include <arm cmse.h>
30
31 #include <stdio.h>
32 /* Device header */
33
[El Project | 2 Registers <| L[]
Command R Call Stack =+ Locals
LOAD "..\\nsZpp\\Objects\\nsZpp.axf" incremental !l Name Location/Value Type
RESET
; 3
g, main
=
< »
>

ASSIGN BreakDisable BreakEnable BreakKill BreakList BreakSet BreakAccess COVERAGE COVIOFILE DEFINE DIR | {,ﬂ_“]CaII Stack = Locals |Memory1 |

Target: "cpud” Models ARMv3-M Debugger I |erug,s,em, iG’uSmm l l
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Demo Project Setup

Mikro bus Expansion

o
( 

os | Measure

! EE User Button
es Reset
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= Debugger

External
Debugger
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Demo Project Setup

XPLAINED PRO
D CHIP LIGHT LOWPASS
ATSHAZM SENSOR FILTER

,,,,,,

LED UART GPIO POWER micraSD CARD

HEADER HEADER HEADER CONNECTOR
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http://microchip.com/

Trusted Execution Environment

Demonstration Software:

e Customer A IP protection (Temp. sensor
library)

e Customer A APIl’s to Customer B

e Customer B App development (Temp. sensor
application)
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Trusted Execution Environment

~ Documents
SAML10L11 Xplained Pro Kit User Guide .
Data Gateway Interface User's Guide @ Trusted E_Xecution
Atmel Embedded Debugger User Guide MICRDCHIP EnVIronment
Low Power Weather Station Demo_SAML10_L11 SAM L11 Trusted Execution Environment Demonstration
Low Power SleepWalking Demo_SAML10_L11
SAML10_L11 Xplained Pro Board CN Introduction

[ Trusted Execution Enviromment Demo L1 ;Irz:: ::sct?;eo:t :;,fufcrzisntzspseﬁ:;m Low-power TrustZone demonstration. It covers following

SAM L11 Xplained Pro Design Documentation * Application Requirement
How to build and load the application on a SAM L11 target device

+  Technical Solution description, and key SAM L11 features used to build the demonstration

Software requirements:
~ AppNotes a
Atmel Studio 7 (build 1912 or later)

SAM L11 DFP version 1.0.81

AN_2698 - Secure Bootloader_SAML1 +  Tera Term : https://osdn.net/projects/ttssh2/releases/

AN2699 - UART Bootloader_SAML10OL11 Hardware requirements:
1 x Microchip SAM L11 Xplained Pro

ANS5365 - SAM L11 Security Reference Guide Application Note 1 x /01 Xplained Pro

AN2722 - Getting Started With SAM L10 / L11 Xplained Pro Application Note
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Trusted Execution Environment
Run the demonstration:
* Open the project / solution
e Select the debugger

Customer_A_secure_project & X SAM L11 Xplained Pro - 0229

Build
N/A MN/A

Build Events

Toolchain
Selected debugger/programmer
Device

EDBG = ATML3138051800000229 « || interface: | SWD
[ala]

Packs

Advance d

* Rebuild the project
* Deploy it on the target board
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Trusted Execution Environment

Output

Show output from:  Build - | | | £ | *a

—————— Rebuild All started: Project: Customer_A_secure_project, Configuration: Debug ARM ------
—————— Rebuild All started: Project: Customer_A_secure_project, Configuration: Debug &RM ------
—————— Rebuild All started: Project: Customer_B_Malware, Configuration: Debug &RM ------

—————— Rebuild All started: Project: Customer_B_Malware, Configuration: Debug &RM ------

—————— Rebuild All started: Project: Customer_B_non-secure_project, Configuration: Debug ARM ------
—————— Rebuild All started: Project: Customer_B_non-secure_project, Configuration: Debug ARM ------
========== Rebuild All: 3 succeeded, @ failed, @ skipped ==========

Open a terminal that is set to:
- 115200 bps
Press the board reset button
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Trusted Executlon Enwror ment
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Trusted Execution Environment
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RTC_In

Trustzgne SAMLIT
12¢ SAM L11 Xplained Pro

EXT1:1/01 Xplained Pro

13
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Trusted Execution Environment

Customer Secure Field
A Region A Application

Microchip CustXmer Cust;mer End-User
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Trusted Execution Environment

Atmel_start_init Get Choice b
e (with WDT refresh)
Secure Dataflash init I
T Switch Choice
WDT + Callback init

Tamper + Callback init Print buffer -

PAC + Callback init

Print resource alloc =

Secure Sensor init

Fill TRAM =
Reset source Yes Print TRAM -

== WDT "
Display recovery Fill TEROW -

No message

L- |

+ Print TEROW -
Print Menu

Load N5 app |

Load Malware |
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Trusted Execution Environment

Clear Terminal

Register RTC Alarm
Callback

Configure 5sec RTC alarm

RTC alarm = true

No

RTC Alarm
True?

LED On

|
Read Temperature
1
LED Off

Request Low-power
Standby mode entry
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Trusted Execution Environment

Malicious Examples:

Jump to secure function
Dump data from secure flash

Dump data from secure Data
flash

Dump data from secure RAM
Dump Trust RAM Memory
Disable tamper

Drive secure LED

Drive secure COM

DesignNews 17

. COM55:115200baud - Tera Term V
File Edit Setup Control Window Help
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Trusted Execution Environment

* https://www.youtube.com/watch?v=Mh1ldhk
5JTO4 -

Secure Boot and Trusted Zone
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https://www.youtube.com/watch?v=Mh1dhk5JTO4

Additional Resources

 Download Course Material for
— C/C++ Doxygen Templates
— Example source code
— Blog
— YouTube Videos

* Embedded Bytes Newsletter
— http://bit.ly/IBAHYXm

From www.beningo.com under

- Blog > CEC — Securing loT Devices using Arm TrustZone
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