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Course Overview
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Topics:

• Understanding Embedded System Security

• Introduction to Arm TrustZone®

• Creating your First TrustZone Application

• Designing and Debugging a Secure Boot Solution

• Securing a RTOS Application with TrustZone
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Session Overview

• Continuing FVP Debugging

• Chain of Trust

• Demo Project Setup

• Trusted Execution Environment
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Debugging
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Chain of Trust
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Image Source: 

http://www.rgbstock.com/cache1nuP23/users/c/co/cobrasoft/300/meZ96je.jpg
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Demo Project Setup
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Demo Project Setup
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Image Source: http://microchip.com

http://microchip.com/
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Trusted Execution Environment

Demonstration Software:

• Customer A IP protection (Temp. sensor
library)

• Customer A API’s to Customer B

• Customer B App development (Temp. sensor 
application)
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Trusted Execution Environment
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Trusted Execution Environment
Run the demonstration:

• Open the project / solution

• Select the debugger

• Rebuild the project

• Deploy it on the target board
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Trusted Execution Environment
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Open a terminal that is set to:

- 115200 bps

Press the board reset button
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Trusted Execution Environment
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Image Source: http://microchip.com

http://microchip.com/
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Trusted Execution Environment
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Image Source: http://microchip.com

http://microchip.com/
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Trusted Execution Environment

14

End-User
Customer 

B
Microchip

Customer 
A

Customer 
A

Secure 
Region A

Field 
Application



Presented by:

Trusted Execution Environment
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Image Source: http://microchip.com

http://microchip.com/
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Trusted Execution Environment
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Image Source: http://microchip.com

http://microchip.com/
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Trusted Execution Environment
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Image Source: http://microchip.com

Malicious Examples:
• Jump to secure function

• Dump data from secure flash

• Dump data from secure Data 
flash

• Dump data from secure RAM

• Dump Trust RAM Memory

• Disable tamper

• Drive secure LED

• Drive secure COM

http://microchip.com/
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Trusted Execution Environment

• https://www.youtube.com/watch?v=Mh1dhk
5JTO4
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https://www.youtube.com/watch?v=Mh1dhk5JTO4
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Additional Resources

• Download Course Material for

– C/C++ Doxygen Templates

– Example source code

– Blog

– YouTube Videos

• Embedded Bytes Newsletter
– http://bit.ly/1BAHYXm

From www.beningo.com under

- Blog > CEC – Securing IoT Devices using Arm TrustZone
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http://bit.ly/1BAHYXm
http://www.beningo.com/

