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Course Overview

Topics:

Understanding Embedded System Security
Introduction to Arm TrustZone®

Creating your First TrustZone Application
Designing and Debugging a Secure Boot Solution
Securing a RTOS Application with TrustZone
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Session Overview

* Project Setup
 The TrustZone Workspace
e The SAU

* TrustZone Example Walk-through

e Setting up simulation and debug
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roject Setup

@ Pack Installer - C:\Keil_v3\ARM\PACK — O >
File Packs Window Help
re’ | Device: ARM - ARM Cortex M33
ﬂ_ Devices r Boards I ﬂ ﬂ Packs/ Examples ] ﬂ
Search: - X |7 Show examples from installed Packs only
Device /| Summary Example Action Description
E% All Devices 5760 Devices == CIMSI5-RTOS2 Blinky (uVision Simulator) ! Copy CMSI5-RTOS2 Blinky example
- @ ABOV Semiconducter 20 Deviges | e CIMSI5-RTOS2 RTX5 Message Queue (uVision .. ! Copy CMSI5-RTOS2 Message Queue Example
[ @ Active-Semi 4Devices e CIMSI5-RTOS2 RTX5 Migration (uVision Simul... ! Copy CMSIS-RTOS52 mixed APl v1 and v2
- @ Ambig Micro &Devices e DSP_Lib Class Marks example (uVision Simula... ! Copy I DSP_Lib Class Marks example
[ @ Analog Devices 14 Devices e DSP_Lib Convolution example (uVision Simul.. ! Copy DSP_Lib Convolution example
= @ ARM 30Devices e D5P_Lib Dotpreduct example (uVision Simula... ! Copy DSP_Lib Detproduct example
[]--?[3 ARM Cortex A5 1 Device e DSP_Lib FFT Bin example (uVision Simulator) ! Copy DSP_Lib FFT Bin example
[]"9}[3 ARM Cortex A7 1Deviece ] e DSP_Lib FIR example (uVision Simulator) ! Copy | DSP_Lib FIR example
[]"ﬁg ARM Cortex A9 1Device ] e DSP_Lib Graphic Equalizer example (uVision 5. ! Copy DSP_Lib Graphic Equalizer example
[]-?[3 ARM Cortex MO 2Devices ) e DSP_Lib Linear Interpolation example (uVisic.. ! Copy DSP_Lib Linear Interpolation example
[]-ﬁg ARM Cortex MO plus 3 Devices e DSP_Lib Matrix example (uVision Simulator) i Copy DSP_Lib Matrix example
- ARM Cortex M3 IDevices e DSP_Lib Signal Convergence example (uVisio... ! Copy | DSP_Lib Signal Convergence example
[]-9[8 ARM Cortex M4 4 Devices ] e DSP_Lib Sinus/Cosinus example (uVision Sim... ! Copy DSP_Lib Sinus/Cosinus example
[]-?[3 ARM Cortex M7 & Devices g i DSP_Lib Variance example (uVision Simulataor) ! Copy DSP_Lib Variance example
[]--4“:3 ARM Cort% 3Devices ] ] MM Library CIFART0 (uVision Simulator) 2 Copy Meural Metwerk CIFAR10 example
[]--ﬁ: ARM Cortex M33 & Devices || e NN Library GRU (uVision Simulator) ! Copy | Neural Metwerk GRU example
+-“1% ARM Cortex M33 (MP53) 3Devices ] e SCVD Complex Example (uVision Simulator) . Copy Muore complex Component Viewer example
[]-?[3 ARM SC000 1 Device ] e SCVD Event Statistics (uVision Simulator) 2 Copy Shows the usage of start/stop events with Event
[]--4“:3 ARM 5C300 1Deviee ] e SCVD Simple Bxample (uVisien Simulator) 2 Copy Simple Example intreducing the Component Vi
[]--ﬁg ARMvE-M Baseline 3 Devices ] e SCVD in MyComponent (uVision Simulator) ! Copy Example showing Component Viewer and Event
% ARMvE-M Mainline 10 Devices ] e SCVD printf Redirect Exarmple (uVision Simula... ! Copy I Retargeting STDOUT wvia Event Recorder
- # AutoChips 1Device | TrustZone for ARMvE-M Mo RTOS (uVision 5i.. E Bare-metal secure/non-secure example without
i Cypress 425 Devieces I TrustZone for ARMvE-M RTOS (uVision Simul... 2 Copy Secure/non-secure RTOS example with thread o
- @ GigaDevice 137 Devices I TrustZone for ARMvE-M RTOS Security Tests (... : Copy Secure/non-secure RTOS example with security J
- @ HDSC 26 Devices
- ¢ Holtek 145 Devices ~lled | ]
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Project Setup

Copy Example % ole F
Destination Folder 2 —
llﬁl Browse. .. I 3
¥ Use Pack Folder Structure ¥ Launch pvision fiewer example
p events with Event
oK | Cancel | the Component Vi
- nt Viewer and Event
------ SCVD printf Redirect Example (uVision Simula... ﬂg,r_l F‘.eﬁarg eting STDOUT wia Event Recorder
""" TrustZone for ARMvE-M Mo RTOS (uVision Si... (%ﬁaﬁ-metal secure/non-secure example without
""" TrustZone for ARMvE-M RTOS (uVision Simul.., ﬂg‘f_l Secure/non-secure RTOS example with thread o
- TrustZone for ARMvS-M RTOS Security Tests (... 4 Copy || Secure/non-secure RTOS example with security -
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The TrustZone Workspace

KA Ch\Keil\Example\ CMSIS\RTOS2\RTX Examplest TrustZoneVEMY MoRTOS\CM33_ns\CM33_ns.uvprojx - pVision

File Edit View Project Flash Debug Peripherals Tools SVCS  Window Help

|_']ﬁlgﬁ| —Jﬂ| | |F‘ |_. ;?fféff:|@'vﬁegTest‘lTask vﬁlfw@". (5)&|E'|=K
i o - ._'| I'm| FWP Simulation Model |« £\| F Ik v

Project A x | | ] Abstract.txt
= E3 WorkSpace

This ARM Cortex-M33 secure/non-secure example project that

Project CM33 s \ shows the setup for TrustZone for ARMvB-M applications.
Eﬁ FVP Simulation Model The application uses CMSIS and can be executed on a Fixed

g Virtual Platform (FVP) simulation model.

E-JB Secure Code

""" [0 main_s.c The application demonstrates function calls between secure
B-EF Interface and non-secure state.

- interface.c

. 5 lication:
[—]ﬁ Documentation BEUre applicatien

- Setup code and start non-secure application.

------ [ Abstractta
-4 CMsIs Mon-secure application:
\ 5@ Device - Calls a secure function from non-secure state.

- Calls a secure function that call back to a non-secure function.

5145 FVP Simulation Model

Output:
Eﬁ MNon-secure Code Variables used in this application can be wiewed in the Debugger
main_ns.c Watch window.|

El ﬁ CMSE Library
b o33 s CMSE Libo
& cmsis

k ‘ Device
J
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The TrustZone Workspace

KA Ch\Keil\Example\ CMSIS\RTOS2\RTX Examplest TrustZoneVEMY MoRTOS\CM33_ns\CM33_ns.uvprojx - pVision
File Edit View Project Flash Debug Peripherals Tools SVCS  Window Help

|_'1Elgﬁ| i —Jﬂ| | |'{u | == JE ff|@' vRegTest1Task v ﬁiﬁ|@v‘ [+ @'ﬁ| Ev| <%
SO & | ¥ rvesimuation moser [ 4X| b B & 2 @

Project A x | | ] Abstract.txt
= E3 WorkSpace

This ARM Cortex-M33 secure/non-secure example project that

=% Project CM33 s shows the setup for TrustZone for ARMvB-M applications.
=45 FVP Simulation Model The application uses CMSIS and can be executed on a Fixed
Virtual Platform (FVP) simulation model.
=5 Secure Code

1 main_s.c The application demonstrates function calls between secure

=5 Interface and non-secure state.
|1 interface.c
. 5 lication:
5% Documentation BEUre applicatien . .
- Setup code and start non-secure application.
|1 Abstract.bd
€ cwmsis Mon-secure application:
’ Device - Calls a secure function from non-secure state.

g ‘ﬁ_ - Calls a secure function that call back to a non-secure function.

-4 FVP Simulaticn Model

Output:
-5 Mon-secure Code ‘ufar‘zables used in this application can be viewed in the Debugger
ij main_ns.c Watch window.l
-5 CMSE Library
| il CM33.s_CMSE Lib.o |
& cmsis
@ Device
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Conflgurmg the SAU

Project q ] Abstract.te = |_] partition ARMCM33.h
=28 WorkSpace
5% Project CM33.5 Expand Al | Collapse Al | Help ™ Show Grd
E-45 FVP Simulation Model Option Value
o5 Secure Code [=- Initialize Security Attribution Unit (SAU) CTRL register E
[ mainse Enable SAU F
=5 Inteface | When SAU is disabled All Memory is Secure
L] interface.c [=-Initialize Security Attribution Unit (SAU) Address Regions
=-£5 Documentation E-Initialize SAU Region 0 I?
] Abstracttet Start Address GB000 G000
& Cmsis End Address 0x007F FFFF
=] ’ Device Region is Secure, Mon-5ecure Callable
- _] partition ARMCM33.h (Startup) Initialize SAU Region 1 [v
L] startup_ARMCM33.s (Startup) Initialize SAU Region 2 [v
1 system_ARMCM32.c (Startup) Initialize SAU Region 3 [v
v PejesMBes Intialize SAU Region 4 r
E-&5 FYP Simulation Model Initialize SAU Region 5 -
=5 Non-secure Code Initialize SAU Region 6 -
1 main_ns.c Initialize SAU Region 7 I_
-5 CMSE Library —--Setup behaviour of Sleep and Exception Handling ﬁ )
Al CM33_s CMSE_Lib.o - Deep Sleep can be enabled by Secure state only
’ CMSIS ~-System reset request accessible from Secure state only
& Device - Priority of Non-Secure exceptions is Lowered to (x80-OxFF
- BusFault, HardFault, and MMI target Secure state Y,
- Setup behaviour of Fleating Point Unit | \
- Floating Point Unit usage Secure and Mon-5ecure state
- Treat floating-point registers as Secure Disabled
~Clear on return (CLROMRET) accessibility Secure and Non-5ecure state
- Clear floating-point caller saved registers on exception return Enabled y
[ Sefup Interrupt larget
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Configuring the SAU

Project L x | _] Abstract.hd || partition_ARMCM33.h*
= ZA WorkSpace
=% Project CM33_s Epand Al |  Collapse Al | __Hep | T ShowGnd
45 FVP Simulation Model Option Value
=15 Secure Code =-Setup Interrupt Target
_] main_s.c = Initialize [TMS O (Interrupts 0..31) [v
E& Inteface [ - Interrupt 0 Mon-Secure state
_] intefacec 4| Interrupt 1 Mon-5ecure state
=% Documentaton [ Interrupt 2 Secure state
ij Abstractbt [ Interrupt 3 Mon-5ecure state
omss 0 [nterrupt 4 Secure state
O Devie W [T Interrupt 5 Mon-Secure state
] partition ARMCM33.h (Startup) jmsliet P Ty e —
] startup ARMCM33s (Startup) f | Interrupt 7 Secure state
U] system_ARMCM33.c (Startup) | | Interrupt 3 Secure state
= PeeOVEIs T | nterrupt on-Secure state
-4 FVP SimulationMedel 0 [ Interrupt 10 Secure state
=5 Non-secureCode | Interrupt 11 Secure state
Ll mainnse nterrupt L=
-5 CMsELibray W Interrupt 13 Secure state
i] CM33sCMSELibeo  (f | Interrupt 14 Secure state
@ omss | Interrupt 13 Secure state
& Deviee 0 L. Interrupt 16 Secure state
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Secure Code — main.c

28 Jf* Use CHMSE intrinsics */f

28 #include <arm cmse.h>

30

21 #include "RTE Components.h"

22 #include CHMSIS device header

33

34 J* TZ 5TART NWS5: Start address of non-secure application */
35 H#ifndef TZ START NS5

36 | #define TZ START N5 (0x2000001)

27 | #endif

ag L

30 ( /* typedef for nmon-secure callback functions *)

40 | typedef woid (*funcptr void) (void) _ attribute ((cmse nonsecure call)):
41

42 /% Secure main() */

43 Hint main (void) {

44 funcptr woid NonSecure ResetHandler:

G

46 S* BAdd user setup code for secure part here®/

=457

ag | /* Set non-secure main stack (MSP_N5) *f

45 _ TZ set MSP NS (*((uint32 t *) (TZ START N5))):

50

51 f* Get non-secure reset handler *f

S2 \>Hon5ecure_ResetHandler = (funcptr wvoid) (*{(uint32 t *) ((TZ_START N5} + 4U)}):
a3

I f* Start non-secure state software application */f

25 HNonSecure ResetHandler():

Se

57 /* Hon-secure software does not return, this code is not executed */
SgHf while (1) {

i _ _HOE():

el | &}

6l | }
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Secure Code — interface.c

27 #include <arm cmse.h> /¥ CMBE definitions
28 #include "interface.h"™ /f Header file with secure interface API
29

30 /% typedef for non-secure callback fuocotions &7
31 ctypedef funcptr funcptr N3 attribute ((cm=ze nonsecure call)):

32

33 /* Non-secure callable j(eptrvl fupctinn */

34 [Hint funcl (int x)| attribute |((cmSe nongecure entry) {
35 return x+3;

36 }

20

38 /* HNon-secure callable (entry) funciion . calling =2 opon_=ecypre callbaclk function #/

39 Hint func? (funcptr callback, int x) __attribute ((cmsSe nonsecure entry) 1
40 funcptr N5 callback N5; non—-sSecure ca unctlion pointer
41 int ¥:

42

43 f* return function pointer with cleared L5B */

44 callback N5 = (funcptr N5)fgmse nsfptr create (callback):

45

46 ¥y = callback N3 (=2+1):

47

48 return (y+2):

3}
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Compile Secure Code

* Right click on the secure project
* Make sure it is set as active project
* Project -> Build CM33 s

=% Project: CM33_ns
=4 FVP Simulation Model

Build Output

compiling interface.c... EZ Non-secure Code
assembling startup ARMCM33.s... _1 main_ns.c
cn?urr.p:_l.l:l.ng system ARMCM33.c... 25 CMSE Lihrar}f
linking... .
Program Size: Code=924 RO-data=2016 RW-data=4 ZI-data=1028 [I_’l CM33_s_CMSE_Lib.o
" \Cbjectsh\CM33_s.axf" - 0 Error(s), 0 Warning(s). ‘ CMSIS

Build Time Elapsed: 00:00:01 ’ Devi
+ EVICE
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Non-Secure Code

26 #Finclude "..\CM33 s\interface.h" Sf Interface AFPI
27

28 extern wvolatile int wall, wvalz;

29 wolatile int wall, wvall:;

20

31 /* Hon-secure function #*/

32 int func3 (int =x);

E

34 Cint func3 (int x) {

s return (X+4);

38 |}

3T

38 J* Non-secure main() */

39 Cint main (void) {

40

41 JS#% Call non-secure callable function funcl #/
42 vall = funcl (1);

FhE

44 -] f* Call non-secure callable function func2

GhE e with_gallback to pon-—secure function func3 */
45 valz = [funcz2 (func3, 2});

47

48 while (1):

48 ¥
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Compile Unsecure Code

* Right click on the non-secure project
 Make sure it is the active project

* Project -> Build CM33 _ns
* (alternatively, Project -> Batch Build)

Build Output

compiling system ABMCMI3.c...

linking...

Program Size: Code=408 RO-data=2016 RW-data=4 ZI-data=1036
".\Cbjects\CM33 ns.axf" - 0 Error(s), 0 Warning(s).

Build Time Elapsed: 00:00:01

Batch-Build sunmary:lz succeeded] 0 failed, 0 =skipped - Time Elapsed: 00:00:02
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Debugging the Application

-

Options for Target 'FVP Simulation Model’

25

Device I Target I Output I Listing I |zer I C/C++ {.ﬁ.CE}I Asm I Linker Debug I |tilities I

{* |Jse Simulstor  with restrictions

[ Limit Speed to Real-Time

Settings |

" Use: |Models ARMvE-M Debugger |

o
Seﬂingﬁ

¥ Load Application at Startup v Run to main{)

Initialization File:

| Bl

[” Load Application at Startup
Initialization File:

I.."-.Debug.ini

¥ Fun o mainl)

Restore Debug Session Settings Restore Debug Session Settings

¥ Breakpoints ¥ Toolbox I¥ Breakpoints ¥ Toolbox

v Watch Windows & Performance Analyzer v Watch Windows

v Memary Display [¥ System \iewer ¥ Memory Display ¥ System Viewer
CPU DLL: Parameter: Diriver DLL: Parameter:
| | ISAF{I'u'I‘u'EM.DLL I-I'u'IF‘U
Dialog DLL: Parameter: Dialog DLL: Parameter:
| | ITCM.DLL |1:t:ru133

[~ Wam f outdated Executable iz loaded

[~ Wam if outdated Executable iz loaded

Manage Compaonent Viewer Description Files .. |
0K |  Cancel Defauts | Help
CONTINUING
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Debugging the Application

Models ARMv8-M Target Driver Setup . g

Debug I

—1{% Use: Launch Simulation

Command: iC:\Kei_vS\ARM\FVP\MPSZ_Codex-M\FVP_MPSZ_Co:tex-MBB_’MDK.exe | Bl Fm"em" s

Arguments: || Iw v l {Sec)
Target: IcpuO _l
|7C:\Kei_VS\ARM\FVP\MPSZ_Cottex-MV\RMCM%_DSP_FP_TZ_conﬁg bt Edit I Generate l

—{" Use: Running Simulation

| [T Shut Down Simulation Update List

ok | Cancel | Hep |
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Registers 1 Disassembly - .
- — I_ I ES S
| Register Value I 0xCFDFDFDE 0000 MOVS r0, r0 % Snipping Tool L= ===
= Core |OXCFDFDFEO 0000 MOVS r0,r0 |
T comw B v A
“R1 (<00000000 4 Drag the cursor around the area you |
‘R2 00000000 OxCFDFDFE6 0000 MOVS r0, r0 ant to capture
R3 00000000 OxCFDFDFEE 0000 MOVS r0,r0 z _l
“R4 x00000000 4
o 0:00000000 [ L] swstactint | &) meerace.c Y JRE0ER
R7 600000000 1By~
~R8 (00000000 2 * Copyright (c) 2013-2016 ARM Limited. All rights reserved.
R9 (00000000 3 2
~R10 (00000000 4 * SPDX-License-Identifier: Apache-2.0
RN 00000000 5 w
“R12 (00000000 6 * Licensed under the Apache License, Version 2.0 (the License); you may
R13(SP) OxDFDFDFCC 7 * not use this file except in compliance with the License
“R14 (LR) OxFFFFFFFF 8 * You may obtain a copy of the License at
“R15(PC) xCFDFDFDE El "
[+ xPSR (<01000000 10 * www.apache.org/licenses/LICENSE-2.0
Banked 1 | =
12 * Unless required by applicable law or agreed to in writing, software
OxDFDFDFCC i3 * distributed under the License is distributed on an AS IS BASIS, WITHOUT
(<00000000 14 * WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
(00000000 15 * See the License for the specific language governing permissions and
x00000000 16 * limitations under the License.
00 |
0 ig e ettt
0 19 ¥
& 00 20 * SDate: 15. October 2016
[+ Non-Secure 21 * S$Revision: bk [ 2
E""Imemal 22 *
i Mode Secure Thread 23 % Project: TrustZone for ARMvE-M
* Privilege Privileged 24 » FTitle: Code template for secure main function
Stack MSP 25 "
- States 0 26 e s i = )
o Sec 0.00000000 23 =
B FPU 28 /* Use CMSE intrinsics */
29 #include <arm cmse.h>
30
31 #include <stdio.h>
32 #include "sam.h" /* Device header %/
33
L— ~a la mm s ATA L e mee o e e £ e e e P L Ry S R
[E] Project | =2 Registers < 1
Command Q Call Stack = Locals
ig:];r"..\\nsApp\\Objects\\nsApp.axf" incremental il Namie Location/Value Type
g, main D
=
< »
>

ASSIGN BreakDisable BreakEnable BreakKill BreakList BreakSet BreakBAccess COVERAGE COVIOFILE DEFINE DIR I ‘@g‘_)CaII Stack = Locals |Memory1 \

Models ARMv3-M Debugger
DesignNews
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Additional Resources

 Download Course Material for
— C/C++ Doxygen Templates
— Example source code
— Blog
— YouTube Videos

* Embedded Bytes Newsletter
— http://bit.ly/IBAHYXm

From www.beningo.com under

- Blog > CEC — Securing loT Devices using Arm TrustZone
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http://www.beningo.com/

