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Course Overview
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Topics:

• Understanding Embedded System Security

• Introduction to Arm TrustZone®

• Creating your First TrustZone Application

• Designing and Debugging a Secure Boot Solution

• Securing a RTOS Application with TrustZone
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Session Overview

• Project Setup

• The TrustZone Workspace

• The SAU

• TrustZone Example Walk-through

• Setting up simulation and debug
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Project Setup
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Project Setup

5

1

2



Presented by:

The TrustZone Workspace
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The TrustZone Workspace
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Configuring the SAU
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Configuring the SAU
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Secure Code – main.c
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Secure Code – interface.c
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Compile Secure Code

• Right click on the secure project

• Make sure it is set as active project

• Project -> Build CM33_s
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Non-Secure Code
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Compile Unsecure Code

• Right click on the non-secure project

• Make sure it is the active project

• Project -> Build CM33_ns

• (alternatively, Project -> Batch Build)

14



Presented by:

Debugging the Application
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Debugging the Application

16



Presented by:

17



Presented by:

Additional Resources

• Download Course Material for

– C/C++ Doxygen Templates

– Example source code

– Blog

– YouTube Videos

• Embedded Bytes Newsletter
– http://bit.ly/1BAHYXm

From www.beningo.com under

- Blog > CEC – Securing IoT Devices using Arm TrustZone
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