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This Week’s Agenda

9/23 Introduction to the Project and Development 

Environment

9/24 An NFC Primer and Introducing the NXP NTAG

9/25 Building an Android Application from Scratch

9/26 Adding NFC Capability and Communications 

to Our App

9/27 Putting it All Together
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Quick Review

• If you looked through the two NFC android 
apps you saw some different implementations 
of using methods and constructs to read and 
write simple text strings as NDEF objects.

• We also saw the security methods to check for 
secure (password protected) and unsecured 
cards and how to pass a password to unlock a 
tag/card for read/write.
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Question 1: What applications may need encryption?
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Beyond Strings

• Of course, with the tags containing 1-2K for 
the earlier class cards up to 64K in new class 5 
cards, we have the capability of much more, 
up to and including updating the flash of our 
embedded system via the I2C port.

• Let’s take a moment to actually look at the 
memory in our NXP NTAG chip.
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Peek and Poke

On the “Documents and Software” tab of the NXP OM5569 page 
that we looked at earlier there is a simple Windows app called 
Peek and Poke that works with the code in the board’s  
LPC11U24/401 processor (ARM Cortex M0 from Philips) to 
control, read, and write to the NTAG chip from the USB port to 
the I2C port.

https://www.nxp.com/downloads/en/apps/SW3652.zip
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Memory Dump (look @ 009-002)
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Complete the Path

• We now know a bit about writing an android 
app and how to use that app to read and write 
to a NFC tag.

• Now how do we make use of that data to 
communicate with our embedded 
application?

• We need to look at the data sheet for our tag 
chip, the NXP NT322E
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https://www.nxp.com/docs/en/
data-sheet/NT3H2111_2211.pdf
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Security
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Question 2: What other standards apply to NFC?
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Every Chip is Unique
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Pass-Through is Possible
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Pass-Through uses a 64-byte buffer
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Let’s Look at the LPC Source

https://www.nxp.com/downloads/en/snippets-boot-code-headers-monitors/SW3647.zip

• Import this zip file into MCUXpresso IDE 

• https://www.nxp.com/docs/en/user-guide/UM10945.pdf
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Look at NTAG HAL
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Question 3: HAL stands for?
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Read
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Write
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Porting

• For the most part, the code is written to not 
be device-dependent so that the LPC11 code 
could be ported fairly easily as long as the chip 
is supported by MCUXpresso (e.g. Kinetis)

• We then need to determine the functions that 
we need to carry out for our application to 
include the proper NFC commands and R/W
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Items to Consider
• Use of the chip’s unique ID to tie the 

individual device to the android app

• Security (password) – can be up to 32bits

• How many bytes of data need to be 

– Stored in the flash for possible r/w

– Transferred at any one time (offload info or set 
parameters)

• Can data be transferred via strings (or other 
defined MIME class) – do we need binary?
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Other items for consideration

• Encryption (requires use of binary)

• Exception handling and fail-safe

– Out of bounds values

– Out of bounds R/W (is there rogue data in the 
flash?)

– R/W failures

• Does my device work when not in NFC mode, 
if not can I use energy harvesting?

– Typical 2V @ 5mA available

22



Presented by:

Other paths

• Other manufacturers also make NFC tag chips

• ST Micro has a class 5 tag that offers much 
greater storage and throughput

• Also can consider that STM has the STMCUBE 
app that can help apply the proper stack for 
features such as NFC as a click-and-choose

• If you need more data, may consider the 
ST25DV64K
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ST Micro ST25DVxxK 
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xx = 04, 16, 64 – memory size in kilobytes
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Conclusions
• NFC offers a way to add a secure but possibly 

robust GUI for a device

• This is an excellent way to provide security 
from tampering while the device is in use

• NFC is not trivial but there are good examples 
of code to enable the addition to our existing 
embedded systems

• Hardware need is small (one I2C port)
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Question 4: What new topics would you like to see?
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Please stick around as I answer 
your questions!

• Please give me a moment to scroll back through the 
chat window to find your questions

• I will stay on chat as long as it takes to answer!

• I am available to answer simple questions or to 
consult (or offer in-house training for your company)
c.j.lord@ieee.org
http://www.blueridgetechnc.com
http://www.linkedin.com/in/charleslord
Twitter: @charleslord
https://www.github.com/bradatraining
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