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IDAU 
Interface

Combine

Non-Secure 
MPU

Secure MPU

IDAU 
Responder

Core/Debugger

Access to Memory
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ARM Your Sensors
Secure IoT Application Fundamentals – TrustZone Implementation

Non-Secure State Secure State

User Application

I/O Driver

System Start

Secure Firmware

Secure Firmware

Start

Function Call

Function Call

Function Call

Trust Zone for Cortex-M



Presented by:

8

ARM Your Sensors
Secure IoT Application Fundamentals – Memory Partitioning

BOOT_S

APP_S

APP_NS

BOOT_NSC

BOOT_NS

APP_NSC

DATA_S

DATA_NS

RAM_S

RAM_NS

BS x 0x100 – BNSC x 0x20

BS x 0x100

0x0000 0000

BOOTPROT x 0x100

(BOOTPROT+AS) - ANSC x 0x20

(BOOTPROT+AS) x 0x100

0x1F40 0000

Flash (up to 64KB)

0x40 0000

0x40 0000 + (DS x 0x20)

0x0040 0800

DataFlash (2KB)

0x2000 0000

0x2000 4000

0x2000 0000 + (RS x 0x80)

SRAM (up to 16KB)
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Secure IoT Application Fundamentals – Secure/Non-Secure Function Calls

Non-Secure Secure NSC Secure

Non-Secure 
Code

Secure API Secure 
Library

1 Branch (BL) SG 2 Branch (BL)

3 Return (BXNS)

1 Return (BLXNS)

2 Branch (BX)
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ARM Your Sensors
Secure IoT Application Fundamentals – A Simple Implementation

Non-Trusted Application

Configure RTC

Toggle LED

Read and Display Temp

Standby

NSC APIs

Temp 
Sensor 
Library

RTC

Trusted Application

SERCOM 1

SERCOM 0

STANDBY

PORT
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Secure IoT Application Fundamentals – A Simple Implementation
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