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Webinar Logistics

• Turn on your system sound to hear the streaming presentation.

• If you have technical problems, click “Help” or submit a question 
asking for assistance.

• Participate in ‘Group Chat’ by maximizing the chat widget in your 
dock.
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Beningo Embedded Group - President
Focus: Embedded Software Consulting

An independent consultant who specializes in the design of real-time, 
microcontroller based embedded software. 
He has published two books: 
• Reusable Firmware Development
• MicroPython Projects
• Embedded Software Design

Writes a weekly blog for DesignNews.com focused on embedded 
system design techniques and challenges.

Visit www.beningo.com to learn more … 

Visit ‘Lecturer Profile’ in your console for more details.

Jacob Beningo
Visit ‘Lecturer Profile’

THE SPEAKER

https://www.amazon.com/Reusable-Firmware-Development-Practical-Approach-ebook/dp/B07811CX8Q/ref=sr_1_1?dchild=1&keywords=reusable+firmware&qid=1589410049&sr=8-1
https://www.amazon.com/MicroPython-Projects-do-yourself-applications-ebook/dp/B086CXMYZV/ref=sr_1_1?dchild=1&keywords=MicroPython+Projects&qid=1589410080&sr=8-1
https://bit.ly/3PZCtNO
http://www.beningo.com/
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Course Sessions
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• Threat Model Security Analysis (TMSA)
• Secure Microcontroller Solutions
• Arm TrustZone
• Secure Boot and Firmware Updates
• Secure RTOSes
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Root of Trust1
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Root of Trust – Use Cases
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Root of Trust

Root-of-Trust (RoT) – This is an immutable process or identity which is used as the first entity in a trust chain. No ancestor 

entity can provide a trustable attestation (in Digest or other form) for the initial code and data state of the Root of Trust.

Example:

The initial boot code stored in ROM which cannot be changed by users or Cypress provides the RoT for PSoC 64 Secure MCU’s. 
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Root of Trust – PSoC® 64 Boot-time Security
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Secure Boot and Secure Firmware Updates
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Do you currently use a RoT in your products?
- No
- Yes

9



Sponsored By

10

Secure Boot2
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Secure Boot – Boot Sequence 
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Secure Boot - Isolation 
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Secure Boot – Protection Contexts 
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Immutable 
Boot Code

• PC = 0
• Sets up SMPU/PPU’s protections for root keys, policies, boot code etc,
• Verifies and launches Cypress Secure Bootloader

Cypress Secure 
Bootloader

• PC=1
• Sets up SMPU/PPU’s protections for protection contexts for Bootloader code
• Verifies and launches TF-M on the M0+

TF-M

• PC=2
• Sets up SMPU/PPU’s protections for trusted services
• Starts trusted services, launches Rich application code on the M4

Rich 
Application

• PC=6
• Runs rich application, stacks for TCP/IP etc.
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What helps to improve the security of an embedded system?
- Using a RoT
- Implementing Secure Boot
- Leveraging Secure Updates
- Secure Peripherals and MPUs
- All the above
- None of the above
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Secure Firmware Updates3
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Secure Firmware Updates – RoT Ownership Transfer 
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Secure Firmware Updates - Provisioning 

Provisioning - is a process where secure assets like keys and security policies are injected into 
the device. This step typically occurs in a secure manufacturing environment that has a 
Hardware Security Module (HSM). This process is irreversible. For the PSoC 64 Secure MCU, 
provisioning involves the following steps: 
• Transferring the RoT from Cypress to the development user (called OEM in this course). 
• Injecting user assets such as image-signing keys, device security policies, and certificates into 

the device. 
• eFuses are blown (irreversible).

Provisioning the device can be done through the Cypress Secure Boot SDK.
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Secure Firmware Updates – Provisioning RoT
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Secure Firmware Updates – Provisioning User Assets 
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Secure Firmware Updates – PSoC 64 Secure Bootloader 
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Secure Firmware Updates – PSoC 64 Secure Bootloader 
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Secure Firmware Updates – Upgrading the Firmware
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What does a secure bootloader need to update firmware?
- Encryption Keys
- Hash algorithms
- Authentication mechanism
- None of the above
- All of the above
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Going Further4
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Security and RTOS Resources
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• Jacob’s RTOS Blogs
• Jacob’s RTOS courses
• Jacob’s Security Blogs
• TrustZone for Cortex-M

• Embedded Bytes Newsletter
• http://bit.ly/1BAHYXm

www.beningo.com

https://www.beningo.com/category/rtos/
https://beningo.mykajabi.com/
https://www.beningo.com/category/security/
https://www.arm.com/technologies/trustzone-for-cortex-m
http://bit.ly/1BAHYXm
http://www.beningo.com/
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Thank You
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