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Webinar Logistics

* Turn on your system sound to hear the streaming presentation.

* If you have technical problems, click “Help” or submit a question
asking for assistance.

* Participate in ‘Group Chat’ by maximizing the chat widget in your
dock.
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THE SPEAKER

Beningo Embedded Group - President

Focus: Embedded Software Consulting

An independent consultant who specializes in the design of real-time,
microcontroller based embedded software.

He has published two books:

» Reusable Firmware Development

« MicroPython Projects

« Embedded Software Design

Writes a weekly blog for DesignNews.com focused on embedded
system design techniques and challenges.

Visit www.beningo.com to learn more ...

Jacob Beningo

Visit ‘Lecturer Profile’ Visit ‘Lecturer Profile’ in your console for more details.

© 2022 Beningo Embedded Group, LLC. All Rights Reserved.


https://www.amazon.com/Reusable-Firmware-Development-Practical-Approach-ebook/dp/B07811CX8Q/ref=sr_1_1?dchild=1&keywords=reusable+firmware&qid=1589410049&sr=8-1
https://www.amazon.com/MicroPython-Projects-do-yourself-applications-ebook/dp/B086CXMYZV/ref=sr_1_1?dchild=1&keywords=MicroPython+Projects&qid=1589410080&sr=8-1
https://bit.ly/3PZCtNO
http://www.beningo.com/
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Course Sessions

* Threat Model Security Analysis (TMSA)
 Secure Microcontroller Solutions
e Arm TrustZone

* Secure Boot and Firmware Updates
* Secure RTOSes

© 2022 Beningo Embedded Group, LLC. All Rights Reserved.
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Root of Trust - Use Cases

Threats to Firmware

© 2022 Beningo Embedded Group, LLC. All Rights Reserved.
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Root of Trust

Root-of-Trust (RoT) — This is an immutable process or identity which is used as the first entity in a trust chain. No ancestor

entity can provide a trustable attestation (in Digest or other form) for the initial code and data state of the Root of Trust.

Example:

The initial boot code stored in ROM which cannot be changed by users or Cypress provides the RoT for PSoC 64 Secure MCU's.

© 2022 Beningo Embedded Group, LLC. All Rights Reserved.
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Root of Trust - PSoC® 64 Boot-time Security

Secure Boot and Secure Firmware Updates

A
'i Secure Non-Secure
~ Processing Processing

PSoC® 64 Environment Environment

RoT Validate Validate Known
& Load & Load Good State
Secure Boot Secure Firmware Updates
= Boot sequence validates image = Updated image can be stored and encrypted

— Integrity: image has not been tampered with internally or with off-chip Quad SPI Flash

— Authenticity: image is from an authorized source = Rollback protection prevents older firmware

from being loaded with known vulnerabilities
= Device boots to a known good state

PSoC 64 Root-of-Trust serves as the trust anchor for secure chain-of-trust

© 2022 Beningo Embedded Group, LLC. All Rights Reserved.
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Do you currently use a RoT in your products?
- No
- Yes

© 2022 Beningo Embedded Group, LLC. All Rights Reserved.
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Secure Boot - Boot Sequence

Secure FlashBoot CySecureBootloader User Application

eFUSE, calculated at eFUSE, calculated at
Cypress Factory device provisioning

1
I
|
1
1
Exxa | B
|
|
|
I
1

A

Die ID, Trims OEM Public Root Key

ROMBoot — Secure FlashBoot CySecureBootloader
Signed, OEM Img Priv. key

1
! Cypress Public Key ! Provisioning packet !
1) Recalculate HASH over I . 1 1
contents, compare with 1 . De\{lce 1 I
chXgT_'nts in eFUSE, Secure | public/private key | 1) Check Signature of User 1
| Device UDS | Application against key in 1
2) Launch FlashBoot 1 1 Provisioning packet 1
1 1 2) Launch User Application 1
| 1) Recalculate HASH over | |
contents, compare with
| contents in eFUSE, Secure | |
1 HASH3 1 1
1 2) Launch CySecureBootloader I 1
I 1 |
| | I
| | I
| | I
I | 1
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Secure Boot - Isolation

= 5 Bus Masters that can access the AHB and Bus Masters
access Flash, SRAM and Peripherals
P CMo+ cM4 Crypto DM It
. . T T (Datawire)| |Controller
= Memory Protection Unit (MPU) n 7 ‘ i ‘

— Provide high-level memory protection

\
| MPU |

MPU: Memory Protection Unit

— Distinguish user and privileged access
SMPU: Shared Memory Protection Unit

Shared Memory Protection Unit (SMPU) SMPU: Snared Memory Protec

— Distinguishes between different protection - : 5 —

contexts (PC) ¥ \ y

.y . PPU PPU PPU
— Distinguishes secure from non-secure accesses

. Perlpheral ProteCtlon Unlt (PPU) GPIO FFIX?d Programmaplg
— Manages access to individual peripheral blocks i G

in different PC’s, access and security states

12
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Secure Boot - Protection Contexts

e PC=0
e Sets up SMPU/PPU’s protections for root keys, policies, boot code etc,
e Verifies and launches Cypress Secure Bootloader

e PC=1
e Sets up SMPU/PPU'’s protections for protection contexts for Bootloader code
e Verifies and launches TF-M on the MO+

e PC=2
e Sets up SMPU/PPU’s protections for trusted services
e Startstrusted services, launches Rich application code on the M4

* PC=6
e Runs rich application, stacks for TCP/IP etc.

13
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What helps to improve the security of an embedded system?
- Using a RoT

- Implementing Secure Boot

- Leveraging Secure Updates

- Secure Peripherals and MPUs

- All the above

- None of the above

14
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Secure Firmware Updates - RoT Ownership Transfer

OEM Delegates Trust to HSM

Cypress Delegates Trust to HSM
"‘ ~ OEM

HSM Attests to RoT Transfer HSI\/llzgr:;iﬁgcure HSM Attests to RoT Transfer

Cypress

r 3

PSoC 64: HSM:
1. Sends PSoC 64 delegate tokens of Cypress and OEM

2. PSoC 64 validates tokens, trusts
HSM, accepts OEM key as new

RoT
3. PSoC 64 generates device private v
key, expor%s public key P 4. Signs device public key to form device trusted identity
~ 5. Sends PSoC 64 signed identity and other secure assets
a signed by OEM RoT key
Bt
6. PSoC 64 validates packet to form PSOC 64

immutable RoT

CY owns RoT OEM owns RoT

© 2022 Beningo Embedded Group, LLC. All Rights Reserved.
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Secure Firmware Updates - Provisioning

Provisioning - is a process where secure assets like keys and security policies are injected into

the device. This step typically occurs in a secure manufacturing environment that has a

Hardware Security Module (HSM). This process is irreversible. For the PSoC 64 Secure MCU,

provisioning involves the following steps:

* Transferring the RoT from Cypress to the development user (called OEM in this course).

* Injecting user assets such as image-signing keys, device security policies, and certificates into
the device.

* eFuses are blown (irreversible).

Provisioning the device can be done through the Cypress Secure Boot SDK.

17
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Secure Firmware Updates - Provisioning RoT

= Every PSoC 64 has a Cypress Public key
— Secure FlashBoot enables provisioning process
— Provisioning requires Cypress to authorize an HSM to inject OEM key
— HSM signs OEM public key to allow Root-of-Trust to be transferred to OEM key

PSoC64 at manufacturing Taking over Root-of-Trust PSoC64 with OEM pub key
Root-of-Trust

Trims, FlashBoot, unique
device keys etc.

Trims, FlashBoot, unique
device keys, hashes etc.

Trims, FlashBoot, unique
device keys etc.

Cy Public Key Cy Public Key

OEM RoT Public Key

PSoC 64 PSoC 64 PSoC 64

Also returns a device
key signed blob

can be used for
certificate generation

pm e m e e N By HSM
HSM Public Key

PSoC64 verifies Cy signature,
accepts HSM key validate OEM
Key as valid

PSoC64 verifies HSM signature,
accepts OEM Key as Root-of-Trust

HSM Public Key

|

I
OEMRoTPublicKey | |
Signed, Cy Priv. ey Signed, OEMPriv.key | |
I

—— e = ——

Provisioning key

““““““““““ 18
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Secure Firmware Updates - Provisioning User Assets

= PSoC64 securely provisions user assets like,
— Debug policies like, CM0+/CM4/SysAP DAP access ports
— Image signing keys(typically are different from Root-of-Trust key)

— Boot & Upgrade policies which specify key map to images, Slot sizes and addresses

— Any certificates needed

PSoC64 with OEM pub key Injecting User Assets Provisioned PSoC64 part
Root-of-Trust

Application code

OEM RoT Public Key

Image Signing
Public key(s)

OEM RoT Public Key

PSoC 64

Cypress Secure
Bootloader

PSoC 64

Debug Policy Bootloader Certificate

Boot&Upgrade Policy Chain-of-Trust Certs

! Image Signing Cypress Secure
Public key(s) Eoeibacey PSoC 64
Dzt Pty Bootloader Certificate

PSoC64 verifies OEM signature,
accepts policies and other assets

Chain-of-Trust Certs

Boot&Upgrade Policy Application code
| Signed, OEM Priv. key |

\
vUserassetpackage . -7 "Signed by HSM key

19
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Secure Firmware Updates - PSoC 64 Secure Bootloader

= The Cypress Secure Bootloader is a Cypress developed piece of firmware which
— Implements MCUBoot library
— Has knowledge of keys & policies to setup/launch first image
— Can be considered an extension of FlashBoot; made immutable once provisioned

PC=0

Sets access

ROMBoot + policies
FlashBoot Code

Verifies & Launches i

Cypress Secure |
Bootloader I

Signed Cy Key Readsfor |
Provisioned Assets | > Verifies & Launches PC>1 image-key | . -
mapping | _ _ _Provisioned Policies
First User Image

Signed Key-1

20
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Secure Firmware Updates - PSoC 64 Secure Bootloader

New image available

Bootloader verifies new image

Bootloader updates current

mage
Written

Immutable Boot Code

Cypress Secure
Bootloader

Keys, Policies

Customer Applicationv1

| Signed with User Privkey

] Slot#1, empty

Customer
Application v2

Signed with User
Privkey

© 2022 Beningo Embedded Group, LLC. All Rights Reserved.

Immutable Boot Code

Cypress Secure
Bootloader

Keys, Policies

Customer Applicationv1

Signed with User Privkey |

-

Verifiesnew
image content
and signature
with provisioned
keys

image

Immutable Boot Code

Cypress Secure
Bootloader

Keys, Policies

Slot#1. empty

I Updateimage,
launches

21
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Secure Firmware Updates - Upgrading the Firmware

+ ‘ Image private key O""

‘ example.hex

[EDI

Signed, Boot image(Slot#0)

‘ Boot&Upgrade Policy ’

‘ Image AES128 key @w» ‘

I ‘ example_upgrade.hex

]

[ED

Signed, Upgrade image(Slot#1)

Encrypt = No

example_enc_upgrade.hex i

[EDI

! ‘ example.hex

. Signed, Boot image(Slot#0)

Encrypted & Signed, Upgrade Image(Slot#1)

Encrypt =Yes
1Standard MCUBoot Signing
2Custom CySecureBootloaderSigning

22
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What does a secure bootloader need to update firmware?
- Encryption Keys

- Hash algorithms
- Authentication mechanism

- None of the above
- All of the above

23
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Security and RTOS Resources

« Jacob’s RTOS Blogs
e Jacob’'s RTOS courses

 Jacob's Security Blogs B E N I N G o

e TrustZone for Cortex-M

EMBEDDED GROUP

« Embedded Bytes Newsletter
* http://bit.ly/1IBAHYXm

www.beningo.com

25
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https://www.beningo.com/category/rtos/
https://beningo.mykajabi.com/
https://www.beningo.com/category/security/
https://www.arm.com/technologies/trustzone-for-cortex-m
http://bit.ly/1BAHYXm
http://www.beningo.com/
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