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Easy TCP/IP for IoT

Firmware – MQTT Basics

“MQTT is a Client Server publish/subscribe messaging transport protocol. It is light 

weight, open, simple, and designed so as to be easy to implement. These 

characteristics make it ideal for use in many situations, including constrained 

environments such as for communication in Machine to Machine (M2M) and 

Internet of Things (IoT) contexts where a small code footprint is required and/or 

network bandwidth is at a premium.”

Cited from the official MQTT 3.1.1 specification
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Easy TCP/IP for IoT

Firmware – MQTT Basics

• MQTT was invented in 1999 at IBM.
• MQTT was originally an acronym for MQ Telemetry 

Transport.
• Clients connect to a Broker.
• The Broker routes messages and manages connections.
• Brokers can be local or online.
• Clients can publish and/or subscribe.
• A client only needs to publish data one time.
• Clients can listen to messages published by other clients.
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Easy TCP/IP for IoT

Firmware – MQTT Basics – Publish/Subscribe (Pub/Sub)

• Pub/Sub is an alternative to the client/server model.
• MQTT publishing clients are decoupled from subscriber clients by a broker.
• MQTT brokers filter messages and distribute them to subscribers.
• Every MQTT message contains a topic (subject).
• MQTT routes messages to subscribers using the topic.
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Easy TCP/IP for IoT

Firmware – MQTT Basics – Client/Broker Connections

• MQTT connections are between one client and the broker.
• MQTT clients do not connect to each other.
• A client initiates a connection with the CONNECT message.
• The broker responds with a CONNACK message.
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Easy TCP/IP for IoT

Firmware – MQTT Basics – CONNECT Packet

clientId “client_A”
cleanSession true
username “fred”
password “fredpass”
lastWillTopic “/fred/will”
lastWillQos 2
lastWillMessage “unexpected exit”
lastWillRetain false
keepAlive 60
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Easy TCP/IP for IoT

Firmware – MQTT:B4A Perspective – MQTT Events - Connected
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Easy TCP/IP for IoT

Firmware – MQTT:B4A Perspective – MQTT Events - MessageArrived
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Firmware – MQTT:B4A Perspective – MQTT Events - Disconnected
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Firmware – MQTT:B4A Perspective – Publish
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Firmware – MQTT:B4A Perspective – Embedded Broker
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Firmware – MQTT:B4A Perspective – Embedded Broker
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Firmware – MQTT:B4A Perspective – Embedded Broker
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Firmware – MQTT:B4A Perspective – Embedded Broker
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Easy TCP/IP for IoT

Day 5 Summary


