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AGENDA
Easy TCP/IP for IoT

▪Hardware - Linux Toolbox
▪Firmware - IPv6 Fundamentals
▪Firmware – Raspberry Pi-Based Border Router
▪Firmware – Client Application
▪Day 2 Summary
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Required Equipment
▪ microSD Card
▪ Raspbian Jessie
▪ Raspberry Pi 3 Model B
▪ Etcher
▪ SmarTTY

Optional Equipment
▪ HDMI-Equipped Color Monitor
▪ HDMI Cable
▪ USB Keyboard and Mouse

Easy TCP/IP for IoT

Hardware - Linux Toolbox
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Version IHL Type of Service Total Length

Options Padding

Identification Flags Fragment Offset

Destination Address

Source Address

Time to Live Protocol Header Checksum

Version Traffic Class Flow Label

Destination Address

Source Address

Payload Length Next Header Hop Limit

Field Name and Position Changed in IPv6

No Change in Field Name from IPv4 to IPv6

Field Discarded in IPv6

New Field Name in IPv6

IPv4 Header IPv6 Header

Easy TCP/IP for IoT

Firmware – IPv6 Fundamentals
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IPv6 Notation –
2001:0DB8:0000:AAAA:0000:0000:2222:3333
▪ 128 bits Organized as Eight 16-bit Blocks
▪ Each Block of 4 Hexadecimal Digits Delimited by a Colon

Shortened IPv6 Notation –
▪ Eliminate Leading Zero

2001:DB8:0000:BBBB:0000:0000:2222:3333
▪ Eliminate Leading Zeroes

2001:DB8:0:BBBB:0:0:2222:3333
▪ Replace Consecutive Zero Fields with ::

2001:DB8:0:BBBB::2222:3333

Easy TCP/IP for IoT

Firmware – IPv6 Fundamentals
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BLE IPv6 Link-Local Address
▪ At network initialization, 6LN and 6LBR devices generate and assign IPv6 link-

local addresses to their BLE network interface. Link-local addresses are based 

on the 48-bit BLE device address.

▪ A 64-bit Interface Identifier (IID) is formed from the 48-bit BLE device address.

▪ Invert the “U” bit to signify the uniqueness of the MAC derived address.

▪ The newly-generated IID is appended with the prefix FE80::/64.

1111111010 zeros Interface Identifier

10 bits 54 bits 64 bits

B8:27:EB:E2:02:F8

BA:27:EB:FF:FE:E2:02:F8

BA27:EBFF:FEE2:02F8

FE80:0000:0000:0000:BA27:EBFF:FFE2:02F8

FE80::BA27:EBFF:FFE2:2F8

Easy TCP/IP for IoT

Firmware – IPv6 Fundamentals
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Address Types

IPv6 addresses are 128-bit identifiers for device interfaces.

Unicast
▪ An identifier for a single interface.  A packet sent to a unicast address is delivered to the 

interface identified by that address.

Unicast Example - 2001:0DB8:0000:0000:0008:200C:417A

Anycast
▪ An identifier for a set of interfaces that typically belong to differing nodes. A packet sent to an 

anycast address is delivered to the nearest one of the interfaces identified by that address. 
Anycast addresses are taken from unicast address spaces and are not syntactically 
distinguishable from unicast addresses.

Multicast
▪ An identifier for a set of interfaces that typically belong to differing nodes. A packet sent to a 

multicast address is delivered to all interfaces identified by that address.

Multicast Example – FF01:0000:0000:0000:0000:0000:0000:0101

Easy TCP/IP for IoT

Firmware – IPv6 Fundamentals
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Address Types (RFC3513)

Address Type Binary Prefix IPv6 Notation

Unspecified 00 . . . 0 (128 bits) ::/128

Loopback 00 . . . 1 (128 bits) ::1/128

Multicast 11111111 FF00::/8

Link-local unicast 1111111010 FE80::/10

Site-local unicast 1111111011 FEC0::/10

Global unicast (everything else)

Easy TCP/IP for IoT

Firmware – IPv6 Fundamentals
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Easy TCP/IP for IoT

Firmware – Raspberry Pi-Based Border Router – LE Scan
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Easy TCP/IP for IoT

Firmware – Raspberry Pi-Based Border Router – Activate 6lowPAN
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Easy TCP/IP for IoT

Firmware – Raspberry Pi-Based Border Router – Connect Client/Server
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Easy TCP/IP for IoT

Firmware – Raspberry Pi-Based Border Router – Ping6
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Easy TCP/IP for IoT

Firmware – Client Application – IPv6 Server Address
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Easy TCP/IP for IoT

Firmware – Client Application – Request Connection
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Easy TCP/IP for IoT

Firmware – Client Application – Client Connected
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Easy TCP/IP for IoT

Firmware – Client Application – Send Data
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Easy TCP/IP for IoT

Firmware – Client Application – APPL_LOG
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Easy TCP/IP for IoT

Firmware – Client Application – Server Received Data
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Easy TCP/IP for IoT
Firmware – Client Application – Server Send Data
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Easy TCP/IP for IoT

Firmware – Client Application – Server Response – APPL_LOG
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Easy TCP/IP for IoT

Day 2 Summary


